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ABSTRACT

In this paper, we propose a new HMM-based approach for off-line signature
verification. One of the novelty aspects of our method lies in the ability to
dynamically and automatically derive the various author-dependent parame-
ters, required to set an optimal decision rule for the verification process. In
this context, the cross-validationprinciple is used to derive not only the best
HMM models, but also an optimal acceptation / rejection decision threshold
for each author. This leads to a high discrimination between actual authors
and impostors in the context of random forgeries. To quantitatively evaluate
the generalization capabilities of our approach, we considered two conceptu-
ally different experimental tests carried out on two sets of 40 and 60 authors
respectively, each author providing 40 signatures. The results obtained on
these two sets show the robustness of our approach.

1. INTRODUCTION

Signature verification is one of the most important research areas in the fie
person authentication by biometric techniques. Its potential applications are nu
ous and include, personal verification for access control, banking applicati
electronic commerce, etc. Two categories of verification systems are usually di
guished: on-line systems [9] for which the signature signal is captured during
writing process, thus making the dynamic information available, and off-line s
tems [11] for which the signature is captured once the writing process is over,
thus only a static image is available. As a matter of fact, off-line signature verifi
tion is a much more difficult problem, since many desirable author-sensitive c
acteristics such as the order of strokes, the velocity and other dynamic informa
are not available in the off-line case. There are two types of forgeries involving
signature verification task: random forgeries, i.e. the impostor has no knowledg
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the signature of the actual author, and skilled forgeries, i.e. the impostor has
knowledge, and thus he is able to more or less imitate the signature. Although,
dom forgeries are less difficult to reject than skilled forgeries, their consideratio
of equal importance since it is believed that more than 90% of the forge
observed in real life are random.

In this paper, we propose a hidden Markov model (HMM) based approach
off-line signature verification in the context of random forgeries. Even thou
HMMs have been extensively used in handwriting recognition in the last decade
[3] [4] [6], their use in signature verification tasks is still limited, whether in the o
line case [7] [8] [12], or in the off-line case [10]. Our approach is similar to tho
mentioned above in the fact that the set of signatures of each author is assum
be produced by an ad hoc HMM. In the verification process, a given signatur
accepted as belonging to the claimed author or rejected (belonging to an impo
depending on whether the matching score or the likelihood of the signature ge
ated by the associated HMM is above a preset threshold. The novelty of
approach lies in the setting of such a threshold, which is, in our case, obta
dynamically for each author by minimizing the associated error rate on a subs
the training set, called thevalidation set, and used to simulate the actual verific
tion process. This is known as thecross-validationprinciple. Moreover, the thresh-
old for a given author does not depend only on the distribution of the likelihoods
the signatures pertaining to this author, but also on the "distance" between the
tribution of these likelihoods and the distribution of the likelihoods of the sign
tures of the impostors. The latters are considered as the signatures of a subset
other authors existing in the training phase.

To evaluate the generalization capabilities of our approach, we consider
conceptually different experimental tests carried on two sets of 40 and 60 aut
respectively, each author providing 40 signatures. The difference between t
two sets lies in the fact that a subset of the first one is used the represent theimpos-
tor space for any tested author. The second test does not provide to the verific
system a similar subset and hence the associated error rate is expected to be
than the “optimistic” error rate associated with the first set. Therefore, the dif
ence between the two error rates can give us a good estimation of the robus
and generalization capabilities of the proposed system when tested on new au

To characterize the signature images, we currently consider simple feat
consisting of vectors, the components of which are the pixel densities compute
local square cells. These vectors are then converted into discrete symbols
vector quantization. As will be shown in this paper, these features, as used in
HMM framework, are robust in detecting random forgeries.

The organization of this paper is as follow. Section 2 describes the datab
used in our experiments. Section 3 deals with signature image characteriza
Sections 4 and 5 detail the HMM modeling of signatures and the design of the
ification algorithm respectively. Section 6 deals with the experiments carried ou
validate the proposed approach. Finally, Section 7 gives a conclusion and disc
some perspectives of the proposed approach.



one,
s of
d for
r

nd

own

e or

nd

cter-
ent-

image
a real
uare
wed
this
sing
or res-
olu-
nd
om-

d of
f the
vari-
2. DATABASES

As pointed out earlier, we use two databases for our experiments. The first
called DB I, consists of 40 authors, while the second one, called DB II, consist
60 authors. Each author provided 40 signatures, among which 30 are use
learning purposes and 10 forverification. The first set of 30 signatures was furthe
divided in two sets: the actualtraining set, and avalidationset used to simulate the
verification process. The difference between DB I and DB II is that the training a
validation sets of DB I are used to simulate (or represent) the entireimpostorspace
in the training phase. DB I also serves for constructing the VQ codebook as sh
in the next section.

The signatures were written on white sheet of paper, using any type of blu
black pen, and were scanned at a resolution of 300dpi and binarized using the
algorithm described in [1]. Table 1 recalls the size of the training, validation a
test sets for DB I and DB II.

3. REPRESENTATION OF SIGNATURE IMAGES

Our verification system uses simple features to capture the individual chara
istics of signatures. First, a grid is superimposed on the signature image, segm
ing it into local square cells (Figure 1). From each cell, thepixel densityis
computed and considered as the associated local feature. Thus, the signature
is represented by a sequence of cell columns. Associated to each column is
vector, the components of which are the cell pixel densities. Various sizes of sq
cells are experimented: 100x100, 40x40 and 16x16 pixels. Given that the allo
height of a signature image is 400 pixels (typical height of a Brazilian check),
leads to consider vectors of dimension 4, 10 and 25 respectively. The aim of u
various cell sizes is to be able to analyse the signatures under several scales
olutions: 100x100 and 16x16 allow us to analyse the signature signal at low res
tion (global information) and high resolution (small details) respectively, a
40x40 pixels correspond to an intermediate resolution allowing us to make a c
promise between these two extremes.

Note that, here, the whole vertical area allowed for signatures is used instea
the sole signature signal. This has the advantage to take the vertical location o
signature into account, thus leading to a better characterization of author inter-
ations (variations between signatures of different authors).

Table 1. The Databases used in the experimental tests

Set
Number of

authors
Training set
per author

Validation set
per author

Test set
per author Total

DB I 40 20 10 10 1600

DB II 60 20 10 10 2400
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For each cell size, the signature image is transformed into a sequence o
vectors, which are further transformed into a sequence of discrete symbols u
the k-meansvector quantization (VQ) algorithm. Ideally, it is desirable to deriv
one codebook for each author in order to add a more author-sensitive characte
in the verification process [10]. However, given the small amount of training sig
tures available for each author, we observed that this strategy leads to poor
formance since a large mismatch is observed between the vector-quantized d
the training and test sets. To overcome this problem, we derive one codebook f
the possible authors using all the training signatures of the DB I set (40 x 20 =
signature images). The size of training vectors becomes, in this way, much la
thus allowing a more reliable estimation of the codebook. By doing this, we h
that the vectors extracted from the whole DB I training set (considering the
authors) will have a large coverage of the entire vector space, including the ve
belonging to signatures of authors possibly not considered in training the co
book. This hypothesis is reasonable, since the training vectors independently
without taking into account the signatures they are extracted from) participat
the estimation of the codebook (memoryless VQ). In section 6, we will show
validity of this approach by analysing the results obtained on the DB II set, the
natures (authors) of which were not used in training the codebook.

4. HMM MODELING OF SIGNATURES

The advantage of modeling signatures by HMMs lies in their ability to captu
the local characteristics in the square cells and in their flexibility to model the v
ability of signature shapes and lengths. Also, HMM outputs are probabilities
hence they are particularly suitable for implementing the acceptation / rejec
mechanism required in the verification process. The model we consider for e
author has a simple left-to-right structure with no state skip allowed (Figure

Figure 1. Segmentation of a signature into local square cells
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This structure is convenient to build author-dependent models for which temp
distortions are not as high as in an omni-scriptor handwriting recognition task
instance. Moreover, since no state skip is allowed, the number of HMM parame
is reduced which is a very desirable property given the small amount of availa
training data for each author.

To obtain the optimal model for each author, we make use of the associ
training and validation sets. The choice of the number of states and the trainin
each model is performed using theBaum-Welchalgorithm and thecross validation
principle: the optimal number of states and the associated optimal HMMs para
ters are those yielding the highest likelihood on the validation set. This allows
appropriate and optimal choice of the number of states for each author while
venting an overlearning of the training set. In this guaranteed, a good genera
tion of the trained model over unseen signature samples is obtained. Typically
number of states for each author depends on the average length of its tra
observation sequences and on the range of author intra-variations.

5. THE DESIGN OF THE VERIFICATION PROCESS

The goal of signature verification is to automatically accept or reject the iden
claimed by the author. To evaluate a signature verification system, two type
error rates are usually defined for each author:False Rejection Rate(FRR) or Error
Type I, i.e. the percentage of rejection of genuine signatures andFalse Acceptance
Rate(FAR) or Error Type II, i.e. the percentage of acceptance of forgeries. In o
system, we consider random forgeries consisting of the test signatures belong
the remaining existing authors. Theauthor error rateconsidered in our experi-
ments is the average of FRR and FAR, and themean error rateis the average of the
error rates associated with existing authors.

It is worth to note that unlike in pattern recognition tasks, the goal in signat
verification is not to seek the model with the highest matching score; but rathe
check whether the matching score, associated with the signature claimed b
author, iscloseto the matching scores associated with the training signatures a
ciated with the same author. Therefore, it is more reliable to use the same pr
dure in training as in verification to compute the matching scores. Hence,
compute the likelihood of a signature observation sequence in the verification
validation) phase by theForward algorithm rather than by theViterbi algorithm,
which is usually used in recognition tasks.

Another issue in using HMMs for signature verification is thenormalizationof
the HMM outputs before the application of an acceptance / rejection decision r

N21

Figure 2. The structure of the HMM model considered for each author
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This is required, because observation sequences corresponding to signatures
same author typically have variable lengths. Since HMM outputs decrease e
nentially when sequence lengths increase, it is not reasonable to directly use H
outputs for verification purposes. In our system, the normalization is carried ou
dividing the log probability of an observation sequence logP by its lengthT:

which is equivalent to considering the matching score of an observation sequ
as the geometric average of the probability of one observation. This is can
viewed as an implicit normalization of the signature width. Once the normalizat
is done, a signature is accepted if the following decision rule is satisfied:

wherePm
t is the expected probability ofPn, estimated as the mean of the probabi

ities (in the log domain and after normalization) of the training signatures of

author under verification, andPm
i is the mean of the probabilities of the training

signatures of the other authors (the training impostor set). The goal of incorpo

ing Pm
i is to characterize the space of potential impostors for each author

exploiting the signatures of the other authors considered in training. This give
the flexibility of appropriately choosing a decision threshold, depending not o

on the expected probabilityPm
t, but also on the distance betweenPm

t andPm
i. This

distance characterizes the author intra-variations as well as the author inter-v
tions. Indeed, small author intra-variations mean that the signatures are subje
less variation, making their training easier and their likelihood higher accordin
On the other side, large author inter-variations mean that the signatures of the
authors have a quite different shape from those of the considered author. H
their likelihood, given the model of the latter are likely to be low.

Theweightparameterw (taking values in the set {0.0, 0.1, 0.2, ..., 1.0}) is als
specific for each author and is used to minimize the associated mean error rate
also estimated using the cross validation concept, and corresponds to the valu
minimizes the error rate on the validation set (rather than on the training s
Again, this prevents the derivedw parameters, and consequently the autho
dependent decision thresholds, from being highly correlated to the likelihood
the training signatures. Note that, here, the 10 signatures corresponding to
author validation set are used to evaluate theFRRand the union of the validation
sets of the other authors (the validation impostor set) is used to evaluate theFAR. It
is important to note that the training and validation impostor sets, described ab

and used to estimate the author-dependent parametersPm
i andw, are constructed

by the signatures of the DB I set only (see Section 2). This makes it possibl
carry out two conceptually different experimental tests as will be explained in
next section.

Pn Plog( ) T⁄= 1( )

Pn Pm
t

w Pm
t

Pm
i

–⋅( )–> 2( )
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6. EXPERIMENTS AND RESULTS

Our verification system was tested on the DB I (40 authors) and DB II (
authors) test sets. Since 10 test signatures are considered for each author, the
the DB I and DB II tests are 400 and 600 respectively. The experiments carried
on these two tests are conceptually different if we bear in mind the type of rand
forgeries the system has to deal with in each case. For both cases, the random
geries for a given author are considered as the test signatures of the other au
(39 and 49 authors remaining in DB I and DB II respectively). However, in the D
I test, the system has an a priori knowledge of the random forgeries since

parametersPm
i andw are optimized for each author using the impostor validatio

set of DB I. In the DB II test, the system does not have such a priori knowled

since the parametersPm
i andw are estimated for each author in DB II using th

same impostor validation set of DB I and not of DB II.
As discussed before, to be able to analyse the signature signal under sever

olutions, we experimented several sizes of square cells: 100x100 pixels (low r
lution), 40x40 pixels (intermediate resolution) and 16x16 resolutions (h
resolution). For each resolution, we considered various VQ codebook sizes. T
for each cell size / codebook size pair, we ran our verification system to eval
the error rates. Table 2 shows these error rates computed on the DB I test set

Table 2. GLOBAL ERROR RATE FOR VARIOUS CELL /
CODEBOOK COMBINATIONS FOR THE DB I TEST

 Cell Size
Codebook

Size
Error Type

I (%)
Error Type

II (%)
MeanError

Rate (%)

100 x 100 60 2.50 0.47 1.49

100 x 100 70 3.25 0.37 1.81

100 x 100 80 2.75 0.67 1.71

100 x 100 90 3.50 0.29 1.89

100 x 100 100 4.50 0.74 2.62

40 x 40 60 1.50 0.36 0.93

40 x 40 70 3.75 0.23 1.99

40 x 40 80 1.75 0.24 0.99

40 x 40 90 1.00 0.32 0.66

40 x 40 100 1.25 0.29 0.77

16 x 16 60 3.25 0.62 1.94

16 x 16 70 2.50 0.67 1.58

16 x 16 80 3.25 0.45 1.85

16 x 16 90 3.00 0.42 1.71

 16 x 16  100 2.00 0.67 1.34
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As shown in Table 1, for every cell size, there exits an associated codebook
for which the global error rate is minimized. Since we are analysing the signa
signal with low, intermediate and high resolution, it can be quite interesting
combine the results obtained with these three resolutions. Our method to per
this combination is to adopt amajority vote ruleby considering for each resolution
the codebook size yielding the smallest mean error rate. This means to selec
(100x100 / 60), (40x40 / 90) and (16x16 / 100) cell size / codebook size pair
shown in bold style in Table 2. The result of this combination is shown in Table

From Table 3, it is clear that the majority vote rule allows us to significan
reduce the mean error rate. This can be explained by the fact that this combin
allows the verification system to analyse the signature signal under several re
tions before making a decision.

In the second phase of our experiments, we ran our verification system, in
same way, on the DB II set. However as DB II is used to simulate the integratio
new authors in the verification system, we do not consider all the cell / codeb
pairs as before and then select the optimal ones for combination. Rather, we ra
system with only the optimal ones selected a posteriori in the DB I test. This a
will permit to evaluate the generalization capabilities of our methodology. Tabl
gives the results obtained with the 3 selected cell / codebook pairs on the DB I
and Table 5 shows the result of their combination by the majority vote rule.

Table 3. MAJORITY VOTE RULE RESULT FOR THE DB I SET

Test Set
Error Type

I (%)
Error Type

II (%)
Mean Error

Rate (%)

DB I 0.75 0.18 0.46

Table 4. GLOBAL ERROR RATE FOR THE SELECTED CELL /
CODEBOOK COMBINATIONS FOR THE DB II TEST

 Cell Size
Codebook

Size
Error Type

I (%)
Error Type

II (%)
Mean Error

Rate (%)

100 x 100 60 1.67 1.14 1.40

40 x 40 90 2.17 1.56 1.86

 16 x 16  100 2.50 1.08 1.79

Table 5. MAJORITY VOTE RULE RESULT FOR THE DB II SET

Test Set
Error Type

I (%)
Error Type

II (%)
Mean Error

Rate (%)

DB II 1.17 0.64 0.91
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Table 4 and Table 5 show that overall, the error rates obtained on the DB I
remain low even if they are slightly higher than those obtained on the DB I set. T
was expected since 1) the VQ codebook is constructed from the DB I data onl
the parameters related to the decision threshold for each author (whether in DB
in DB II) are optimized on a subset of DB I only and 3) the selection of the optim
codebook size for each resolution is carried out a posteriori on the DB I test o
(the selection of these codebooks on the DB II would likely have yielded be
results than those reported in Table 5). The fact that there is only such a s
increase in the errors rates for DB II demonstrates the robustness of our verific
system when dealing with new authors.

It is hard to compare the results of our system with those reported by o
approaches, due to the difference in the sizes and types of the databases use
instance, the error rates on DB I and DB II compare favourably with the 1.9% e
rate obtained with the HMM based approach reported in [10], and tested on a d
base of 14 authors, for which smaller training data and different forgeries are u
but in the context of much more clean signatures since these signatures were
ally acquired on-line and then transformed off-line. Hence, there was no binar
tion or noise problem as this often occurred in our case. Our results also com
favourably with the 1.1% error rate obtained by the local correspondence appr
reported in [5], and tested on a database of 20 authors, the signatures of whic
of text type only.

7. CONCLUSION

We described in this paper a robust HMM-based approach for off-line signa
verification. By simulating, in the training phase, the actual verification process,
author-dependent thresholds needed to set the decision rule, were dynamicall
automatically derived for each author considered in the enrolment phase.
results achieved are very promising, especially if we bear in mind the simple na
of the features used, and the fact that our system deals with text type signatu
well as graphic text signatures (which are much more subject to distortions).

A straightforward improvement of our system, therefore, is the extraction
more discriminative features from signature images. We have already impleme
the extraction of various types of geometric and structural features. The evalua
of their discriminative power is currently under investigation. Our future work w
also be devoted to the automatic derivation of the optimal scale (cell size) for e
author prior to verification, and to the investigation of other decision rules a
more suitable decision thresholds to optimize the verification task. Finally, we
test our verification system in the context of skilled forgeries. In this case, the m
adaptation of the current system is related to the feature extraction phase, by
ing for pseudo-dynamic characteristics.
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