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In bio-cryptography, biometric traits are replacing traditional passwords for secure
exchange of cryptographic keys. The Fuzzy Vault (FV) scheme has been successfully
employed to design bio-cryptographic systems as it can absorb a wide range of variation
in biometric traits. Despite the intensity of research on FV based on physiological traits like
fingerprints, iris, and face, there is no conclusive research on behavioral traits such as off-
line handwritten signature images, that have high inter-personal similarity and intra-per-
sonal variability. In this paper, a FV system based on the offline signature images is
proposed. A two-step boosting feature selection (BFS) technique is proposed for selecting
a compact and discriminant user-specific feature representation from a large number of
feature extractions. The first step seeks dimensionality reduction through learning a pop-
ulation-based representation, that discriminates between different users in the population.
The second step filters this representation to produce a compact user-based representation
that discriminates the specific user from the population. This last representation is used to
generate the FV locking/unlocking points. Representation variability is modeled by
employing the BFS in a dissimilarity representation space, and it is considered for matching
the unlocking and locking points during FV decoding. Proof of concept simulations
involving 72,000 signature matchings (corresponding to both genuine and forged query
signatures from the Brazilian Signature Database) have shown FV recognition accuracy
of about 97% and system entropy of about 45-bits.

� 2013 Elsevier Inc. All rights reserved.
1. Introduction

The concept of bio-cryptography for enhanced security exploits the benefits of biometrics and cryptography in a single
construction, while alleviating their vulnerabilities. Biometric systems authenticate users based on their physiological traits
like fingerprints, iris, and face, or behavioral traits like voice, gait, and handwritings [17]. Although they guarantee user
authenticity, biometric systems are vulnerable to a wide range of attacks such as: vulnerability of biometrics databases,
irrevocability of compromised traits and overriding the classifier decision [40].

On the other hand, cryptographic schemes like encryption and digital signature facilitate confidentiality and integrity of
information, but they do not guarantee user authenticity. Known as the key management problem, cryptography keys are
vulnerable to theft when secured by weak passwords or when stored as plain tokens [24].

Bio-cryptography has been mainly introduced to alleviate the key management problem in cryptography by using bio-
metric traits to secure the private keys [39]. However, it can also be considered as a counter measure against aforementioned
attacks on biometric systems. Bio-cryptographic systems provide template protection as no explicit reference traits are used
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for verification, only secured versions are used. Hence, they facilitate revocability as if the biometric template is compro-
mised, different representation can be extracted, and it generates a new template. Moreover, a bio-cryptographic system
can be considered as a biometric classifier with a trusted classifier output. Instead of producing a simple classification label,
which can be overridden in classical classifiers, bio-crypto systems produce cryptography keys through a protected
mechanism.

There are three main bio-cryptography schemes namely, key-release, key-generation and key-binding [27]. In key-release
systems, both biometric and cryptography keys are stored separately, and the crypto-key is released to genuine users based
on classical biometric authentication. This technique does not guarantee template security. In key-generation systems, cryp-
to-keys are generated directly from the biometric traits. It is not easy to generate strong, random, and invariant crypto-
graphic keys from the correlated and unstable biometric traits. In key-binding systems, classical crypto-keys are coupled
with biometric keys. They cannot be decoupled without applying a genuine sample of the biometric trait. Reliability and
security of key-binding techniques surpasses other cryptography schemes, as they protect the biometric templates and pro-
duce typical cryptographic keys. However, they involve a design challenge to absorb the fuzziness of biometric signals result-
ing from intra-personal variability (IPV) and inter-personal similarity (IPS). This leads to the false rejection of authorized
users and acceptance of unauthorized users, respectively. This paper will focus on a key-binding scheme known as Fuzzy
Vault (FV) that efficiently deals with the fuzzy nature of biometric signals [19].1

The FV construction locks the cryptography key by means of a specific number of locking features extracted from the bio-
metric template. To unlock the vault (and retrieve the crypto-key), unlocking features are extracted from the biometric query
sample. A user can authenticate himself (and retrieve his crypto-key) if the unlocking features extracted from his query sam-
ple, overlap sufficiently with his locking features. Due to the fuzzy nature of biometrics, overlap between a genuine sample
and its reference template may be insufficient to unlock a FV. Moreover, some impostor samples might show sufficient over-
lap with the biometric template, and hence unlock the FV to unauthorized individuals.

All reliable FV implementations in literature are based on physiological biometric traits, e.g., fingerprint [5,27], face
[42,30], 3D face [9], iris [21,23], retina [23], and palmprint [20]. No conclusive research was done using the handwritten sig-
natures. In this paper, we present a complete implementation of the FV scheme based on the offline handwritten signature
images. This implementation may enforce security of documents, e.g., bank checks, by means of the embedded signature
images.

Handwritten signatures are behavioral biometrics employed in a wide range of forensic and financial applications. Auto-
mation of user verification based on his signatures is realized through signature verification systems (SV). There are two
modes of operation for such systems: online and offline. In online systems, signatures are captured while the person signs
using devices that acquire the dynamic characteristics of the signatures like the pressure and velocity. On the other hand,
offline systems capture the signature images from the paper after the signing process. As the physical presence of persons
is not mandatory in case of the offline signature verification systems, it can be applied in a broader range of applications than
the online systems. However, the static features extracted from the signature images may incorporate a lower level of sta-
bility and discrimination to design accurate automatic systems, and to enable fully automation of critical processes as found
in financial transactions. For a comprehensive review on the developments on this field see [16,1].

Despite of the intensive research in signature verification, the contributions to bio-cryptosystems based on this variable
behavioral biometric are limited and concerned mostly with online systems. In particular, Vielhauer et al. [41], Hoque et al.
[14], and Yip et al. [43] generated biometric keys from the on-line signatures. In contrast with bio-cryptography, cancelable
biometrics schemes are proposed to enforce ‘‘template protection’’ while no cryptography keys are secured [31]. Examples of
this approach in on-line signatures are found in [12,22].

Some authors have studied the design of FV systems based on handwritten signatures [10,11]. While it is found that FV
systems using online signatures have acceptable performance, the authors observed that features extracted from the offline
signature images integrate too much similarity between inter-personal samples (high IPS) and too much variance between
the intra-personal samples (high IPV), to design a reliable FV system [11].

In this paper, the concept of dissimilarity representation [37] is employed to produce signature representations with low
IPS and IPV. The dissimilarity approach is mainly introduced to differentiate between classes with modeling the proximity
between class objects, instead of modeling the objects themselves. We propose that the dissimilarity approach can be em-
ployed to design reliable FV systems, where error correction decoders are used. If the dissimilarity between the locking and
the unlocking FV points is less than a specific threshold, the decoder succeeds to unlock the bio-cryptographic key. So, func-
tionality of these decoders can be considered as two-class simple thresholding classifiers that operate in the dissimilarity
space.

In literature, the concept of dissimilarity representation is not directly employed to design bio-cryptographic systems.
However, some authors proposed methodologies to absorb the dissimilarities between encoding and decoding biometric sig-
nals, so that they are within the error correction capacity of the decoder. For instance, Fingerprint-based fuzzy vaults are
designed by using some minutia points extracted in the spatial space to constitute the FV locking features. Dissimilarity
1 The FV [19] and its antecedent fuzzy commitment scheme [18] may be viewed as an error-tolerant form of Shamir secret sharing [36]. A query biometric
sample shall carry enough number of secret shares in order to retrieve the secret encoded in a FV. To restore some of the corrupted shares in noisy biometric
samples, a FV employs an error-correction decoder.
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between locking and unlocking features is decreased by aligning query and template fingerprints [27], and by applying an
adaptive bounding box during matching the minutia points [28].

In our proposed method, the IPS is alleviated by proposing a dissimilarity-based two-step feature selection technique.
Feature representations are extracted from the signature images and they are projected on a dissimilarity-representation
space, which we call a ‘‘feature-dissimilarity’’ space, where pairwise feature distances are computed. Then, features are
selected in this space to produce concise and discriminant user-specific representations, from a huge number of candidate
features. The proposed technique employs the Boosting Feature Selection (BFS) approach [38], for fast searching in the high
dimensional feature-dissimilarity space. In the first step, a recent method by Rivard et al. [33] is employed for dimensionality
reduction. This method uses signature samples of a large population to learn a relatively low-dimensional feature represen-
tation, from a huge number of candidate features extracted based on multi-feature types and different extraction scales. The
feature representation selected at this step is a population-based presentation (PR), as it aims for discriminating between
different users in the population. In the second step, the PR is filtered for a user-based representation (UR) that discriminates
the specific user from the population. This UR is used to lock/unlock the FV.

The IPV is alleviated by introducing the Adaptive Matching Window (AMW) method. Inspired by the Fingerprint align-
ment approach proposed by Nandakumar et al. [27] and the adaptive bounding box approach proposed by Jain et al. [28],
we model and store the representation dissimilarities during FV encoding. This information is used for adaptively matching
the unlocking and locking points during FV decoding. Modeling of the representation dissimilarity is achieved through
employing the BFS in the feature-dissimilarity space.

A preliminary study on some of the ideas that are proposed in this paper has been appeared in Eskander et al. [7], where
only the two-step feature selection method is applied. In this paper, we further investigate the impact of the different steps
of this method on the feature representation quality. Also, we introduce the AMW method. This step significantly increases
the Genuine Accept Rate (GAR), compared to the system represented in [7]. Finally, we present a complete description of the
bio-cryptographic system, with investigating the impact of the system parameters on its performance.

Proof-of-concept simulations are performed using the Brazilian signature DB [13]. The power of the proposed feature
representation technique is tested by analyzing the separation between feature representations of the genuine and forgery
classes. The importance of each step of the proposed technique is investigated, through measuring its impact on increasing
the separation between the two classes. The FV recognition performance is tested by decoding FVs with genuine and
signature samples of different level of forgeries (random, simple and simulated forgeries). The trade-off between the system
security and its recognition performance is investigated. Also, the proposed cryptographic system is compared to other
classical signature verification systems. Finally, applying the decision fusion concept is tested for enhanced recognition
performance of the proposed system.

The rest of this paper is organized as follows. The next section provides some background on FVs as applied to offline sig-
nature images. Section 3 describes the proposed method for feature representation. Section 4 illustrates the proposed FV sys-
tem based on the offline signatures, along with analyzing its security. The experimental results and the system performance
are presented and discussed in Section 5.
2. Fuzzy vaults with offline signatures

2.1. Fuzzy vault

A FV scheme locks a secret message K by means of a user identifier T. In case that a FV is used as a bio-cryptography con-
struction, the secret message K is a cryptographic key and the user identifier T is a biometric template. A FV scheme consists
of two processes: (1) FV Encoding and (2) FV Decoding.
2.1.1. FV encoding
To encode a FV, features are extracted from a biometric template T and then they are used to lock the cryptography key K

in a vault VT. Fig. 1 illustrates the processing steps to encode a FV. First, a feature representation FT ¼ ff T
i g

t
i¼1 is extracted from
Fig. 1. Block diagram of the FV encoding process.
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T. The t elements of FT are then quantized in l-bit strings, to constitute a locking set A ¼ faigt
i¼1, where ai is the quantized

value of the feature f T
i .

Second, the set A locks the secret key K in a polynomial space as follows: K encodes a polynomial p then A is projected on
p. One way to encode a polynomial p with a secret K, is to split K into equal parts and then use them as polynomial
coefficients. For instance, K is split into k + 1 strings of length l-bit and constitutes a coefficient vector C = {c0, c1, c2, . . . , ck}.
A polynomial p of degree k is encoded using C, where p(x) = ckxk + ck�1xk�1 + � � � + c1x + c0. To lock the polynomial p, and there-
by K, by means of the locking set A, the polynomial is evaluated for all points in A ¼ faigt

i¼1 and constitutes the set
pðAÞ ¼ fpðaiÞgt

i¼1 where p(ai) = ckai
k + ck�1ai

k�1 + � � � + c1ai + c0. It is important to note that all computations are done in a finite
Galois field GF(2l) [2], so that both ai and p(ai) 2 [0,2l].2

The points (A,p(A)) constitutes the genuine vault points. To conceal these points from attackers, chaff (noise) points ðbA; bPÞ are gen-
erated, where bA ¼ fâiigr

ii¼tþ1; âii 2 GFð2lÞ; âii – ai _ ii 2 ½t þ 1; r�; i 2 ½1; t�, and bP ¼ fp̂iig
r
ii¼tþ1, p̂ii 2 GFð2lÞ; p̂ii – pðâiiÞ _ ii 2 ½t þ 1; r�.

Finally, both the genuine point set (A,p(A)), and the chaff point set ðbA; bPÞ are merged to constitute the vault points ðeA; ePÞ, whereeA ¼ A
S bA, and eP ¼ pðAÞ

S bP . The vault VT is stored as a user template which consists in the vault points ðeA; ePÞ, and the vault parameters
(k,t).
2.1.2. FV decoding
To learn K from the vault VT, the genuine set (A,p(A)) should be firstly isolated by filtering the chaff points ðbA; bPÞ out of the

vault set ðeA; ePÞ. Then any subset of only k + 1 genuine points in (A,p(A)), could be used to reconstruct the polynomial p of
degree k.3

Fig. 2 illustrates the processing steps to decode a FV. A feature representation FQ ¼ ff Q
j g

t

j¼1
is extracted from a biometric

query sample Q. The t elements of FQ are then quantized in l-bit strings, to constitute an unlocking set B ¼ fbjgt
j¼1, where bj is

the quantized value of the feature f Q
j . Then, the chaff points are filtered by matching items of B against all items in eA. This

process results in a matching set ðA; PÞ ¼ ððB \ eAÞ; p ðB \ eAÞÞ, where p ðB \ eAÞ represents the projection of the matching
features on the polynomial space.

In the ideal case, all of the chaff points are filtered out and all of the genuine points are isolated. This case occurs when the
query sample Q typically matches the template T. In such case, each feature encoded in B locates the corresponding genuine
feature encoded in A, hence ðB \ eAÞ ¼ A, where eA ¼ ðA [ bAÞ. In this case, the matching set ðA; PÞ ¼ ðA; pðAÞÞ. On the other hand,
due to the fuzzy nature of biometrics, some elements of B differ from their corresponding elements in A, so that
ðA; PÞ – ðA; pðAÞÞ. More specifically, during the chaff filtering process, two types of errors might occur, namely erasures
and noise. For both error types, an element bj differs from its corresponding element ai. However, for the erasures case, bj

does not match with any of eA, so it does not add any point to the matching set. For the noise case, an element bj might equate
a chaff element âi, so that it adds a noise point ðâ; p̂Þ to the matching set.

Fig. 3 illustrates the chaff filtering process. In this illustrative example, a polynomial of degree k = 7 is locked in a FV with
a locking set A ¼ faig20

i¼1 of length t = 20. In the decoding phase, the chaff points are filtered out by an unlocking set
B ¼ fbjg20

j¼1. Each unlocking element bj is matched against all items in the vault. If the query Q and the template T are iden-
tical, each unlocking element bj equates its corresponding locking element aj, and hence adds the genuine point (aj,p(aj)) to
the matching set. In this example, there are 14 matching points added to the unlocking list. Of them, 10 genuine points and 4
noise points. While, the other 10 genuine points are not added to the matching set since they did not match with their cor-
responding unlocking elements.

After filtering the chaff points and isolating a matching set ðA; PÞ of length t0 (in the above example, t0 = 14), the polynomial
reconstruction process uses the matching set to retrieve the encoded polynomial. This process succeeds only if the matching
set contains at least k + 1 genuine points. However, even if enough genuine points exists, it is not possible to differentiate the
genuine points from the noise points. To overcome this, two approaches could be applied namely, exhaustive search and error

correction. In exhaustive search approach, N ¼ t0
kþ1

� �
subsets of length k + 1 are constituted from the t0 points of the unlocking

list ðA; PÞ. Each subset is then used to reconstruct a polynomial of degree k. To locate the right polynomial, some error detec-
tion methods could be applied to check the correctness of the reconstructed polynomial. For instance, CRC codes are com-
puted and compared for both the original and constructed polynomial coefficients [27]. Also, hash functions could be
employed to encrypt both the original and the reconstructed keys, then comparison is done in the encrypted space [26].

For the error correction approach, an error correction decoding like Reed–Solomon (R–S) decoding could be employed [2].
The idea is to consider the genuine points (A,P) as a code word of length t that encodes a secret message of length k + 1,
where there are t � k � 1 redundancy elements. During the decoding process, some noise is added to this code producing
a corrupted version of it. The R–S codes can correct some of these errors4 and recover the original code, and thereby the
encoded secret.
2 FV decoding relies on error-correction codes. Computations of these codes are based on finite fields that are called Galois fields. Hence, all of the FV items
must be represented in a finite field of the same representation size.

3 Polynomial reconstruction algorithms like Lagrange Interpolation needs only k + 1 points on a curve to reconstruct a polynomial of k degree. For instance,
only two points are needed to identify a line.

4 For Berlekamp–Massey algorithm [2], codes of t elements with t � k � 1 redundancy elements can recover up to (t � k � 1)/2 errors. So, the minimum
number of correct elements needed to recover a message of length k + 1 is (t + k + 1)/2.



Fig. 2. Block diagram of the FV decoding process.

Fig. 3. Illustration of the chaff filtering Process: 20 genuine points are encoded in the FV, by projecting them on the polynomial space p. Only 10 of them
could be isolated and added to the matching set. For instance, point 1 (a1,p(a1) is isolated by means of the unlocking element b1, where b1 = a1. While, the
other 10 genuine points could not be isolated by means of the corresponding unlocking elements. For instance, point 2 (a2,p(a2) could not be isolated from
chaffs as a2 did not match with the corresponding unlocking element b2. Also, there are 4 chaff points are added to the unlocking list and considered as
noise. For instance, point 3 ðâii; p̂iiÞ is incorrectly added to the matching set because b3 matches with âii.
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2.2. Encoding fuzzy vaults with signature images

The aforementioned description of the FV scheme applies for any biometric trait like fingerprint, iris, face, and signatures.
However, generation of the locking/unlocking sets from the template/query samples depends on the specific biometric traits.
Fig. 4 illustrates a way to generate the locking/unlocking sets from the signature images. In this example, Extended Shadow
Codes features [34] are extracted from signature images, and used for generating feature representations FT ¼ ff T

i g
20
i¼1 and

FQ ¼ ff Q
i g

20

i¼1 from a signature template T and a signature query sample Q, respectively. These features are used to encode
the locking set A ¼ faig20

i¼1 and the unlocking set B ¼ fbig20
i¼1. In this example, only half of the unlocking elements match with

the corresponding elements in the locking set.
We define here a feature encoding space as a two dimensional space consisting of the feature index i and the feature value

fi. Matching the template and the query samples is done in this feature encoding space, then the matching set is projected on
the polynomial space to filter the chaff points and isolate the genuine FV points. Fig. 5 illustrates the steps to perform this
chaff filtering process. First, each unlocking element bj is matched in the feature encoding space against all the elements of
faigt

i¼1 (as shown in Fig. 5.a). Features encode the locking/unlocking FV points must be stable, so they have equal values when
extracted from the template and other genuine query samples. Also, the features must be discriminant, so when extracted
from query samples of other users or forgeries, they have different values than that extracted from the template. It might
happen that an unlocking element b matches a chaff element â. To avoid such incorrect matches, it is required to generate
the chaff points with enough separation from the locking points. Only the matching elements are projected on the polyno-
mial space, and isolates the corresponding genuine points (as shown in Fig. 5.b).

It is clear that, a successful FV decoding relies mainly on the amount of overlap between the locking and unlocking sets.
Accordingly, to design a reliable FV system, the feature representation of the signature samples should be selected properly,
so that two signature representations of the same user have sufficient similarities, while two signature representations of
different users should sufficiently differ. In order to consolidate the design aspects of signature representations that are suit-
able for the FV scheme, we propose the following definitions:



Fig. 4. Illustration of FV encoding with signature images: the Extended Shadow Code (ESC) [34] features consist in the superposition of bar mask array over
the binary image of a handwritten signature. Each bar is assumed to be a light detector related to a spatially constrained area of the 2D signal. A shadow
projection is defined as the simultaneous projection of each black pixel into its closest horizontal, vertical and diagonal bars. A projected shadow turns on a
set of bits distributed uniformly along the bars. After all the pixels of a signature are projected, the number of on bits in each bar is counted and normalized
to the range of [0,1] to constitute the ESC feature value. The ESC feature vectors FT ¼ ff T

i g
t
i¼1 and FQ ¼ ff Q

j g
t

j¼1
are extracted from the template signature T

and the query sample Q, respectively. The FV locking set A and the unlocking set B are represented in two-tuples, where A ¼ faigt
i¼1 ¼ fði; f T

i Þg
t
i¼1 and

B ¼ fbjgt
j¼1 ¼ fðj; f T

j Þg
t

j¼1
. A locking element ai matches an unlocking element bj only if they have identical indexes and feature values, i.e., when i = j and

f T
i ¼ f Q

j .
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� Similarity Score (SS): is the number of FV locking points that equate their corresponding points in the unlocking set. As
two points ai and bj are equal only if both of their indexes and feature values are equal, i.e., i = j and f T

i ¼ f Q
j . So, the SSQ

between a template sample T and the query sample Q, can be defined as: the number of features that have the same
values when extracted from the template T and the query Q. Hence:
SSQ ¼
Xt

i¼1
ðSiÞ; where Si ¼

1 if ðf Q
i ¼ f T

i Þ
0 if ðf Q

i – f T
i Þ

(
ð1Þ
� Decoding Threshold (DH): is the minimum number of genuine FV points found in the matching set ðA; PÞ, that are needed
to decode the FV, and to retrieve the cryptography key K. This threshold depends on the algorithm used to decode the FV,
and on the FV parameters (k, t). For instance, for Berlekamp—Massey algorithm [2], a FV with t locking points that encode
a polynomial of k degree, has a decoding threshold:
DH ¼ ðt þ kþ 1Þ=2 ð2Þ
Based on the above definitions, a signature representation that encodes/decodes a FV system should satisfy the following
condition:
SSQ P DH if Q is a genuine sample
< DH if Q is a forgery sample

�
ð3Þ
The above condition implies that the similarity score distributions for the genuine and forgery classes should be separated
around the DH. Accordingly, functionality of the FV decoder is formulated as a two-class simple thresholding classifier that
operates in a dissimilarity space. For physiological biometrics, like fingerprints, it easy to achieve this condition. For instance,



(a)

(b)

Fig. 5. Illustration of the chaff filtering process in both the feature encoding space and the polynomial space. (a) Chaff filtering in the feature encoding
space: every unlocking point bj is matched with all of the vault locking points faigt

i¼1, and this step produces the matching points A ¼
ðfaigt

i¼1Þ
S
fâiigr

ii¼tþ1

T
fbjgt

j¼1. An unlocking point bj succeeds to isolate its corresponding locking point aj only if their feature values are equal, i.e.,
f T
j ¼ f Q

j . Also, it might happen that the unlocking point b equates a chaff point â and adds it as noise to the matching points. (b) Chaff filtering in the
polynomial space: only the locking points that are isolated from the chaffs are projected on the polynomial space p, to isolate the matching set ðA; PÞ. Due to
IPV, some of genuine FV points might not be included in this set. Also, due to IPS, impostor samples might isolate some genuine FV points. Moreover, due to
the similarity between some of FV unlocking and chaff points, some chaff points may be incorrectly added to the matching set.
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the minutia representation of a specific finger is naturally fixed, and representations of two fingers differs sufficiently. In
such biometrics, the acquisition process may produce distorted representations of the trait. Some preprocessing steps could
be employed to recover the original representation. For instance, fingerprints could be aligned, using helper data, prior to
feature extraction [27]. On the other hand, signatures are behavioral biometrics that have intrinsic variations (high IPV). Also,
signatures of different persons may have similarities (high IPS), and more critical, they can be easily imitated by forgeries. It
is not easy to identify a representation space with well separated similarity score distributions. We tackle this challenging
design issue by proposing a feature selection technique that relies on the dissimilarity representation [4].

3. Selection of a user-specific signature representation

3.1. Feature selection in the feature dissimilarity space

To illustrate the idea behind our proposed feature selection approach, see Fig. 6. In this example, three signature images
are represented: T is the template signature, Q1 is a genuine query sample and Q2 is a forgery query sample. In the left side,
signatures are represented in the FV feature encoding space. For simplicity, only two features (f1 and f2) are shown, while the
full representation consists of t dimensions. On the right side, signatures are represented in the feature dissimilarity space. In
this space, a feature is replaced by its distance from a reference value. For instance, f1 and f2 are replaced by their dissimi-
larity representations df1, df2, where df1 ¼ jf Q

1 � f T
1 j, and df2 ¼ jf Q

2 � f T
2 j. Accordingly, while a point in the feature encoding

space represents a signature image, a point in the feature dissimilarity space represents the dissimilarity between two dif-
ferent signature images. The point dQ1 represents the dissimilarity between the genuine signature Q1 and the template T, and
a point dQ2 represents the dissimilarity between the forgery signature Q2 and the template T, where
dQ1 ¼ ðdf Q 1

1 ; df Q1
2 ; . . . ;df Q1

t Þ, and dQ2 ¼ ðdf Q2
1 ; df Q2

2 ; . . . ; df Q2
t Þ.

According to the definition of similarity score stated in Eq. 1, both features f1 and f2 are not discriminant as
SSQ1 ¼ SSQ2 ¼ 0. However, the dissimilarity representation of these features is discriminant as the thresholds d1 and d2 per-
fectly split the genuine and forgery classes. For instance, for the genuine query samples like Q 1; df Q1

i < di. Also, for the forgery
query samples like Q2; df Q 2

i > di. Based on this idea, the similarity score in Eq. (1) can be reformulated as:
SSQ ¼
Xt

i¼1

ðSiÞ; where Si ¼
1 if ðdf Q

i < diÞ
0 otherwise

(
ð4Þ
The selected features are used to encode the FV locking/unlocking sets. In the decoding phase, if the unlocking element is
close enough to its corresponding locking element, they are considered matching and they isolate the corresponding FV gen-
uine point. For instance, f Q1

1 is close to f T
1 so they are matching. On the other hand, f Q2

1 is not close to f T
1 so they are not match-

ing. Closeness between two instances of a feature i is determined by its modeled variability threshold di.



Fig. 6. Illustration of feature selection in the feature dissimilarity space and in the feature encoding space. In this example, df1 and df2 are discriminant
features. For instance, for all genuine query samples like Q1; df Q1

i < di and for all forgery query samples like Q2; df Q2
i > di . Unfolding these discriminant

dissimilarity features to the original feature encoding space produces discriminant features in the encoding feature space, where the distance between two
feature instances is used to determine their similarity. For instance, a genuine feature (like f Q1

i ) lies close to the template feature f T
i , so they are similar,

where closeness here implies that both features reside in a matching window wi = 2di. Features extracted from a forgery image (like f Q2
i ) do not resemble the

template feature f T
i , as they reside outside the matching window wi.
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3.2. A two-step BFS technique with dissimilarity representation

The aforementioned concept could be realized by applying different feature selection algorithms, however, we focus here
on employing the Boosting Feature Selection (BFS) approach proposed by Viola et al. [38]. This approach employs decision-
stumps (DS) [15] as weak learners.5 At each learning iteration, a DS locates the best representation dimension that splits the
two classes around a splitting threshold. If the BFS runs in the feature dissimilarity space, a DSi at a learning iteration i, locates
the best dissimilarity representation dimension dfi that splits the two classes around a splitting variability threshold di, so that:
5 A d
two cla
DSi ¼
1 if ðdfi < diÞ
0 otherwise

�
ð5Þ
It is obvious that the functionality of a DS, when employed in the feature dissimilarity space, simulates the similarity
measure defined in Eq. (4). This explains why we employed decision stumps as weak learners in the proposed BFS approach.

The learning (boosting) process continues by computing the classification error and weights the samples based on the
current error. The misclassified samples get higher weights for the next boosting iteration, giving chance to find a dimension
that discriminates the hard samples. After t iterations, a set DS is constructed where DS ¼ fDSigt

i¼1. The learning process is
successful if the constructed set is discriminant (i.e., if it results in well separated class representations like that are shown
Fig. 6). In this case, the condition for producing a discriminant FV (stated in Eq. (3) can be achieved, where the similarity
score SSQ is computed according to Eq. (4).

This feature selection task is challenging as we need to select very few number of features to encode the FV locking/
unlocking sets (t should be small, e.g., 20 features). Our proposed solution for that is to enlarge the search space by gener-
ating a huge number of features from the signature images. The signatures are represented in a very high dimensional space
and that gives a room to find a small number of dimensions that can split the classes and satisfies Eq. (3). However, learning
in such high dimensional space needs a large number of training samples from both the genuine and forgery classes. In prac-
tice, the available positive samples collected when a user is enrolled are few. Also, it is not practical to have forged samples
for real system users. To overcome the limitations on the available learning samples, we propose a two-step BFS technique.
The first step is population-based feature selection (P-FS) that seeks dimensionality reduction. The second step, is user-based
feature selection (U-FS) that seeks to select a user-specific feature representation F ¼ ffigt

i¼1, along with learning its variabil-
ity D ¼ fdigt

i¼1. The variability vector is used to match FV points during the decoding phase (as will be described in Section 4).
Fig. 7 shows a block diagram of the proposed approach for feature representation selection.

3.2.1. Population-based feature selection
This step is developed based on a recent approach for designing of writer-independent signature verification systems

(WI-SV) proposed by Rivard et al. [33]. In WI-SV, a single signature verification classifier is used to authenticate all system
users. As these systems are capable to discriminate between genuine and forgery signatures of any user, even who did not
share in the learning process, so they consist in features that represent the whole population. Accordingly, we extract the
features embedded in these classifiers and use them as universal ‘‘population-based’’ feature representations (PR).
ecision-stump (DS) is a single-split single-level classification tree. Training of a DS is equivalent to selection of a single feature that discriminate between
sses based on a splitting threshold.



Fig. 7. Overall block diagram of the proposed approach including population and user-based feature selection.
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Fig. 7 shows the details of this step. A development signature DB, with signatures of none real system users, is
used to learn the population-based representation (PR). To this end, multi-feature representations MG and MF of high
dimensionality are extracted from some genuine signature samples SG and forgery signature samples SF respectively, where
M = (m1, m2, . . . , mD) and D is the dimensionality of the multi-feature representation. To project these samples into the
feature dissimilarity space, dichotomy transformation [4] is applied. For instance, for two samples Mu, Mv the dissimilarity
feature is
DRuv ¼ jMu �Mv j ¼ ðDm1;Dm2; . . . ;DmDÞ; where DðmdÞ ¼ jmud �mvdj: ð6Þ
It is worth noting that both the multi-feature and dissimilarity representations have the same dimensionality D. Also, a
sample DRuv is labeled as a genuine or a forgery instance, when it results from two genuine signatures of the same user, or
from two signatures of two different users, respectively.

To learn the PR representation, Gentle AdaBoost algorithm [35] is employed. At a boosting iteration i, a DSwi
i is designed by

locating the best dimension dfi in the dissimilarity space that splits the training samples based on a splitting threshold di, as
mentioned in Eq. (5). This process runs for Twi boosting iterations and produces a set of writer-independent decision stumps

DSwi ¼ fDSwi
i g

Twi

i¼1 that splits the genuine and forgery classes. The distinct features embedded in DSwi are extracted and stored
as a population-based representation (PR) of dimensionality L < D, by which signatures of all users are represented. This
methodology could design a reliable PR of relatively low dimensionality (few hundred features), that are selected from a fea-
ture representation of huge dimensionality (few thousand of features) [33].

3.2.2. User-based feature selection
Recently, Eskander et al. [8] extended the work in [33] to design writer-dependent signature verification (WD-SV) sys-

tems. In that work, an additional user-specific feature selection step is employed in order to filter a population-based feature
representation into a low dimensionality user-specific representation (few tens features). The approach proposed in this pa-
per extends this work to learn a user-specific representation UR satisfies Eq. 3, where the similarity score SSQ is computed
according to Eq. (4). The produced UR is used to encode the FV locking/unlocking sets.

Although the universal PR contains discriminant features for all users, not all dimensions of this space are needed to dis-
criminate specific users from other populations. Moreover, the dissimilarity thresholds selected in the writer-independent
set of stumps DSwi are not optimal for the different users. In this design step, selection of discriminant features for each spe-
cific user is achieved, while selecting the best splitting threshold in each dimension. The PR of dimensionality L is used for
feature extraction. For each enrolled user, sample signatures are collected. Both the enrolling samples SE and some samples SF



Fig. 8. Block diagram of the proposed FV system for offline signature images.
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are selected from the development DB (to represent the random forgery class), and are represented in the PR feature space as
PG and PF respectively. Then dichotomy transform is applied to transform the features into the feature dissimilarity space.
The produced dissimilarity representation DRP is then used for feature selection. The same BFS process runs for t boosting
iterations and learns a set of writer-dependent decision stumps DSwd ¼ fDSwd

i g
t

i¼1, that splits the genuine and forgery classes.
The feature representation embedded in DSwd are stored as a user-based representation (UR) of dimensionality t < L < D.

As will be described in the next section, the indexes of selected feature FI ¼ ffIig
t
i¼1 are used to extract feature represen-

tation F ¼ ffigt
i¼1. Then, a FV point ai is constituted by represent fIi and fi in binary strings of l/2-bits length, and then both

parts are concatenated in a l-bits string. Accordingly, the indexes vector FI cannot be encoded directly as a part of the FV
locking/unlocking sets, as its range may be of few thousands and needs large number of bits when encoded (could not fit
in l/2-bits representation). To overcome this, the feature indexes vector FI ¼ ffIgt

i¼1 is mapped to another vector of virtual
indexes VI ¼ fvIgt

i¼1, where a vIi can be represented in a l/2-bit string. Finally, the vectors FI,VI, and D ¼ fdigt
i¼1 constitutes

the user representation matrix UR, that takes part in both of the proposed FV encoding and decoding processes (as will
be described in the next section).

4. A fuzzy vault system for offline signatures

The proposed system consists of two main sub-systems: enrollment and authentication (see Fig. 8). In the enrollment
phase, some signature templates fTsgS

s¼1 are collected from the enrolling user. These templates are used for the user repre-
sentation selection, as described in Section 3. The user representation selection process results in a user representations ma-
trix UR = (FI,VI,D), where FI ¼ ffIig

t
i¼1 is the vector of indexes of the selected features, VI ¼ fvIigt

i¼1 is a vector of indexes
mapping represented in l/2-bits, and D ¼ fdigt

i¼1 is the vector of expected variabilities associated with the selected features.
This matrix is user specific and contains important information needed for the authentication phase. Accordingly, UR is en-
crypted by means of a user password6 PW and then stored as a part of user Bio-Cryptography Template (BCT). Then, the user
parameters FI and VI are used to lock the user cryptography key K by means of a single signature template Ts in a Fuzzy Vault FV.

In the authentication phase, the user password PW is used to decrypt the matrix UR. Then, the vectors FI, VI and D are used
to decode the FV by means of the user query signature sample Q. Finally, the user cryptographic key K is finally restored.

4.1. Enrollment process

The enrollment sub-system uses the user templates fTsgS
s¼1, the password PW, and the cryptography key K to generate a

bio-cryptography template (BCT) that consists of the Fuzzy Vault FV and the encrypted user representation matrix EUR. The
user representation selection module generates the UR matrix as described in the Section 3.

The FV Encoding module (illustrated in Fig. 9) describes the following processing steps:

1. The virtual indexes VI ¼ fvIigt
i¼1 are quantized in l/2-bits and produces a vector XT ¼ fxT

i g
t
i¼1.

2. The user feature indexes FI ¼ ffigt
i¼1 are used to extract feature representation FT ¼ ff T

i g
t
i¼1 from the signature

template Ts. This representation is then quantized in l/2-bits and produces a vector YT ¼ fyT
i g

t
i¼1.

3. The features are encoded to produce the locking set A ¼ faigt
i¼1, where A = XTkYT. Hence, the locking elements are

represented in a field GF(2l).
4. the cryptography key K of size KS where:
6 In l
passwo
passwo
are use
KS ¼ lðkþ 1Þ � bits ð7Þ
iterature, a password is used to harden the FV system by encrypting the biometric features and the FV [29]. While, in the proposed system, we use the
rd in a different way: it encrypts the user representation model UR that is stored with the FV. In the authentication phase, a user has to apply the correct
rd to restore his feature representation model. Then, he must apply a genuine signature sample from which features are extracted based on UR, and they
d to produce the FV unlocking set.



Fig. 9. Block diagram of the proposed FV encoding process. The bold lines highlight the modules where specific modifications apply to the standard
encoding process illustrated in Fig. 1. A pre-selected user-specific feature model FI is used for feature extraction and it is mapped to virtual indexes VI. FV
locking points are generated by concatenating the feature values to their indexes. Chaff points are generated in a way that guarantee FV security even when
the user feature model is compromised.

Fig. 10. Illustration of the chaff generation process: two groups of chaff points are generated. Chaffs of group 1 (G1) have same indexes like that of the
genuine points. Chaff and genuine points are equally spaced by a distance X. Chaffs of group 2 (G2) are generated on different indexes. In case of
compromising the genuine indexes, and filtering G2 out, G1 still conceal the genuine points from attackers.
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is split into k + 1 parts of l-bits each, that constitutes a coefficient vector C = {c0, c1, c2, . . . , ck}. A polynomial p of de-
gree k is encoded using C, where p(x) = ckxk + ck�1ck�1 + � � � + c1x + c0.

5. the polynomial is evaluated for all points in A ¼ faigt
i¼1 and constitutes the set pðAÞ ¼ fpðaiÞgt

i¼1 where
p(ai) = ckai

k + ck�1ai
k�1 + � � � + c1ai + c0.

6. chaff (noise) points ðbA ¼ fâiigr
ii¼tþ1;

bP ¼ fp̂iiÞg
r
ii¼tþ1Þ are generated, where âii 2 GFð2lÞ; âii – ai _ ii 2 ½t þ 1; r�; i 2 ½1; t�,

and p̂ii 2 GFð2lÞ; p̂ii – pðâiiÞ _ ii 2 ½t þ 1; r�. The proposed chaff generation method is illustrated in Fig. 10. A chaff point
âii ¼ xiijjyii is composed of two parts: the index part xii and the value part yii. Two groups of chaff points are generated.
Chaffs of G1 have their indexes equal to the indexes of the genuine points. The chaff points and the genuine point that
have the same index part are all equally spaced by a distance X, eliminating the possibility to differentiate between
the chaffs and the genuine point. Chaffs of G2 have their index part differ than that of the genuine points.7 As the
number of chaffs in G1 is limited by the parameters t and X, so to inject higher quantity of chaffs we define a as a chaff
groups ratio, where:
7 The
points a
genuine

8 The
t) � 1. E
a ¼ g2=g1 ð8Þ
where g1 and g2 are the amount of chaff features belong to G1 and G2, respectively. G2 chaffs are generated with at indexes
different than the t genuine indexes.8 Hence, the FV size r is given by:
r ¼ tðaþ 1Þ=X ð9Þ
So, the total number of chaffs z is given by:
z ¼ tðaþ 1�XÞ=X
ð10Þ
user password protects the UR that stores his feature representation model. If the attacker compromised the password, the indexes of the genuine
re known to him. In such case, chaffs of G2 are filtered out while G1 could not be filtered without applying good features that are extracted from a
signature image. So, G1 secures the genuine points even if the user password is compromised.
total number of indexes that should be mapped in VI is (a + 1)t indexes. As these indexes are represented in l/2-bits, so (a + 1)t < 2l/2, i.e., a < ((2l/2)/
.g., for l = 16-bits, t = 20, a 6 11.



Fig. 11. Proposed FV Decoding. The bold lines highlight the modules where specific modifications apply to the standard decoding process illustrated in
Fig. 2. A pre-selected user-specific feature model FI is used for feature extraction and it is mapped to virtual indexes VI. FV unlocking points are generated by
concatenating the feature values to their indexes. Chaff points are filtered by matching FV points with the unlocking points based on expected feature
variability D. Finally, the matching set ðA; PÞ is used to reconstruct the polynomial p

0
and its coefficients constitute the crypto-key K

0
.
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7. the genuine set (A,p(A)), and the chaff set ðbA; bPÞ are merged to constitute the Fuzzy Vault FV ¼ ðeA; ePÞ, whereeA ¼ A [ bA;A ¼ faigt
i¼1;

bA ¼ fâigr
i¼tþ1 and eP ¼ pðAÞ [ bP; pðAÞ ¼ fpðaiÞgt

i¼1;
bP ¼ fp̂igr

i¼tþ1.

4.2. Authentication process

The authentication sub-system uses the user query sample Q and the password PW, to decode the Fuzzy Vault FV and
restore the user cryptography key K. First the password PW is used to decrypt the UR matrix. Then the vectors FI, VI, and
D are used to decode the FV by means of the query sample Q.

The FV decoding module (illustrated in Fig. 11) describes the following processing steps:

1. the virtual indexes VI ¼ fvIigt
i¼1 are quantized in l/2-bits and produces a vector XQ ¼ fxQ

i g
t

i¼1.
2. the user feature indexes FI ¼ ffigt

i¼1 are used to extract feature representation FQ ¼ ff Q
i g

t

i¼1 from the query sample Q. This
representation is then quantized in l/2-bits and produces a vector YQ ¼ fyQ

i g
t

i¼1.
3. The features are encoded to produce the unlocking set B ¼ fbigt

i¼1, where B = XQjjYQ. Hence, the unlocking elements are
represented in a field GF(2l).

4. the unlocking set B is used to filter the chaff points from the FV. An adaptive matching window (AMW) method is applied
to match unlocking and locking points. Items of B are matched against all items in eA. This process results in a matching set
ð�A; �PÞ ¼ ððB \ eAÞ; p ðB \ eAÞÞ, where p ðB \ eAÞ represents the projection of the matching features on the polynomial
space. The proposed chaff filtering with adaptive matching window (AMW) method is illustrated in Fig. 12. If the feature
indexes are correct,9 then all elements of XQ will have corresponding elements in XT. So, all of chaffs of G2 will be filtered out
(see the left figure). Then, each of the remaining FV points will be compared to corresponding points extracted from the
query sample. The AMW method is applied: for every feature i, a matching window wi is adapted to the feature modeled
variability di, where wi = 2di. A FV point ai is considered matching with an unlocking point bi, if they reside in the same
matching window. I.e., j ai � bij 6 wi.10

5. the matching set ðA; PÞ is used to reconstruct a polynomial p0 of degree k by applying the R–S decoding algorithm [2].
6. the coefficients of p0 are assembled to constitute the secret cryptography key K0.

4.3. Security analysis

The security of the proposed FV system is analyzed in terms of the brute-force attack. Assume an attacker could compro-
mise the FV without possessing neither valid password nor genuine signature sample. In this case, the attacker tries to
separate enough number of genuine points (k + 1) from the chaff points.

To this end, the r points of the FV are searched for a correct k + 1 points needed to reconstruct the polynomial P and
retrieve the secret key K. According to the proposed FV encoding scheme, not all of the FV points must be searched, as among
the (a + 1)t feature indexes used to generate FV genuine and chaff points, only t of them are genuine indexes. Therefore,
attacker must first locate the genuine indexes and then search the points with these indexes. However, locating only
k + 1 genuine indexes is enough to filter the k + 1 points needed for polynomial reconstruction. The number of FV points with
the same index is 1/X.11. Along them there is only one genuine point and the other points are chaffs. Hence, the overall security
(brute-force search space for an attacker) is given by:
9 Tha
10 As a
11 The
t occurs if the applied password is genuine, so the UR is decrypted properly and the right indexes are restored.

i ¼ xT
i kyT

i ; bi ¼ xQ
i ky

Q
i and xT

i ¼ xQ
i , then the above matching condition implies that j yT

i � yQ
i j6 wi .

parameter X should be properly selected so that 1/X is an integer.



Fig. 12. Proposed Chaff Filtering with AMW: in the left side, the XQ part of unlocking set B filters G2 chaffs. G2 is filtered only when applying correct feature
indexes. In the right side, chaffs of G1 are filtered by matching the remaining FV points with the unlocking points extracted from the query sample. Only the
YQ part of B is needed at this step. For each index i, an adaptive matching window wi = 2di is applied. For instance, point 1 is not isolated as the point that
extracted from the query sample (shown in red color) resides out of the matching window attached to the genuine FV point. On the other hand, the genuine
FV point and the query point have exact values for point 2 and they reside in the same matching window for point 3. (For interpretation of the references to
color in this figure legend, the reader is referred to the web version of this article.)

12 The
conside
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security ffi
ðaþ 1Þt

kþ 1

� �
ð1=XÞkþ1

: ð11Þ
� Example: consider a FV of encoding size (t = 20), a polynomial degree k = 7 (for encoding a secret key K of length of 128-

bits), a chaff separation parameters X = 0.2, and chaff groups ratio a = 1. So, the search space is ffi 2t
k þ 1

� �
ð1=XÞkþ1 ¼ 40

8

� �
� 58 ffi 245. So, the entropy of a FV system with such parameters is equivalent to 45 bits.

An attacker may decide to guess the password and use it to decrypt EUR (to locate the genuine indexes and filter G2).
Then, he searches the remaining points to filter G1 and isolate the matching set ðA;BÞ. In such case, the search space is
narrowed to 58 ffi 218. However, an eight character password has entropy of 18–30 bits [3]. So, the overall system entropy
is about 36–48 bits. Accordingly, in all cases, the proposed bio-cryptographic system provides higher security against
brute-force attacks than that of the password-protected cryptography systems.

According to Eq. (11), entropy of the system can be increased through using different values of the parameters: t, a, X, and
k. While, according to Eq. (9) there is a trade-off between FV security and its size. Also, there is trade-off between system
security and its recognition accuracy (according to the experiments presented in the following section).
5. Experimental results

Feasibility of the proposed system is investigated through adopting two sets of experiments. The first set aims to inves-
tigate the ability of the proposed feature representation approach to produce a high quality feature representation. To this
end, the impact of each step of feature representation extraction process (as illustrated in Section 3.) is investigated. In the
second set of experiments, the FV recognition performance is investigated. FVs are encoded and decoded (as illustrated in
Section 4) using the extracted feature representation, and then the FV recognition rates are computed. As there is no FV
based on offline signature images found in the literature, so we compare our system to the state of the art classical offline
signature verification systems SV12. As our systems relies on two authentication measures (user password and the signature
image), and in order to be fair when comparing the system performance to other systems in the literature, we assume in all
the experiments (unless the reverse is clearly stated) that the password is compromised by the attacker. In such case, the sys-
tem performance depends only on the signature query sample [32].

5.1. Experimental methodology

5.1.1. Database
The Brazilian database [13] is used for proof-of-concept simulations. It contains 7920 samples of signatures that were dig-

itized as 8-bit grayscale images over 400 � 1000 pixels at resolution of 300 dpi. This DB contains three types of signature
BFS technique proposed in this paper extends the methodologies used to design the WI-SV system [33] and the WD-SV system [8]. Therefore, we
red these systems as baseline to our system.



Table 1
FV parameter values.

Parameter Default value

Size of the cryptographic key, KS 128-bits
Chaff separation distance, X 0.2
No. of genuine points in the FV, t 20
Chaff group ratio, a 1
Quantization size of the FV points, l 16-bits
Decision threshold, DH 14
Degree of the encoding polynomial, k 7
No. of FV points, r 200
No. of chaff points in the FV, z 180
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forgery: random, simple and simulated. For random forgery, the forger does not know neither the signer’s name nor the sig-
nature morphology. It can also happen when a genuine signature presented to the system is mislabeled to another user. For
simple forgery, the forger knows the writer’s name but not the signature morphology. He can only produce a simple forgery
using a style of writing of his liking. For the simulated forgery, the forger has access to a sample of the signature. He can
therefore imitate the genuine signature.

The signatures were provided by 168 writers and are organized as follows: the first 60 writers have 40 genuine signa-
tures, 10 simple forgeries and 10 simulated forgeries per writer, and the other 108 have only 40 genuine signatures per wri-
ter. The experimental database is split into two sets: the population-based dataset (P) composed of the last 108 writers. The
user-based dataset (U) composed of the first 60 writers. Set P is used for the population-based feature selection process. Set U
is split into two subsets: the reference subset (R) contains the first 30 genuine signatures, and the questioned subset (Q) con-
tains the rest 10 genuine samples, 10 simple and 10 simulated forgeries. The subset R is used for the user-based feature
selection process and both subsets of U are used for evaluating the system performance.
5.1.2. Feature extraction
Many different techniques are available to extract features in offline signature images [16]. Any combination of these fea-

tures may be concatenated into a single high-dimensional representation, and used for the proposed framework. However,
we focused on using feature extracted using Extended-Shadow-Code (ESC) [34], and Directional Probability Density Function
(DPDF) [6]. Features are extracted based on different grid scales, hence a range of details are detected in the signature image.
These features have shown complementary functionality: while ESC detects the spatial information, the DPDF detects the
directional information from signature images [33]. A set of 30 grid scales is used for each feature type, producing 60 differ-
ent single scale feature representations. These representations are then fused to produce a feature representation of huge
dimensionality (D = 30,201) [33].
5.1.3. Feature selection
The two-step process for selection of feature representation is implemented as illustrated in Section 3. First, population-

based dataset (P) is used for the population-based feature selection phase. We followed the same experimental settings as in
the baseline system in [33]. This phase produced a universal (PR) representation of dimensionality L = 555. Second, the user-
based dataset (U) is used for the user-based feature selection phase. For each user in U, the signatures in the reference subset
R are used to represent the genuine class and some signatures from the population-based data set P are used to represent the
forgery class. Then, signatures of both classes are represented in the PR space of L dimensionality. Finally, the user-based
feature selection step runs for t boosting iterations to learn the most user-specific discriminant features FI, along with their
expected variability D.
5.1.4. FV parameter values
Unless different values are explicitly stated, the FV parameters are set according to Table 1. Size of the cryptographic key

KS and chaff separation distance X have direct impact on the FV security and its memory requirements (see Eqs. (11) and (9),
respectively). We changed the values of these parameters through some experiments, to test their impact on the system
accuracy. In practical applications, values of these parameters are determined to compromise between accuracy, security
and memory complexity. The user-based BFS process showed saturation with 100 boosting iterations. However, we found
that, generally, the first twenty features are the most discriminant features. Accordingly, the number of genuine FV points
t is set to 20. Also, the chaff group ratio a had no impact on the performance. For a good compromise between security and
complexity, we set a = 1. Finally, the quantization size of the FV points l is set to 16-bits, so that all operations are done in a
Galois field (GF(216). This field enables encoding of strong cryptographic keys, e.g., 128-bit keys. The parameters DH, k, r and
z are not set directly, but they are computed according to Eqs. (2), (7), (9) and (10), respectively.
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5.1.5. Performance measures
To investigate the quality of feature representation, similarity scores are computed,13 and used to generate a ROC curve for

each user in the dataset U. A ROC curve plots the False Accept Rate (FAR) against the Genuine Accept Rate (GAR) for all possible
matching thresholds (all generated scores). FAR for a specific threshold is the ratio of forgery query samples that have a number
of matching encoded features exceeds this threshold. GAR is the ratio of genuine query samples that have a number of matching
features greater than the threshold.

In order to have a global assessment on the quality of feature representation over all users in U, we compute and average
the area under the ROC curve (AUC) for all users. High AUC indicates more separation between the similarity score distribu-
tions of the genuine and forgeries classes.

To assess the FV recognition performance, the average error rate (AERall) is computed, where
13 The
through
of each
to Eq. (
AERall ¼ ðFRRþ FARrandom þ FARsimple þ FARsimulatedÞ=4 ð12Þ
False Reject Rate (FRR) is the ratio of genuine queries that failed to decode the FV, FARrandom, FARsimple and FARsimulated are
the ratio of random, simple, and simulated forgeries respectively that succeed to compromise the system and decode the FV.

In literature, recognition performance of bio-cryptographic systems are mostly tested using forgery samples that are
belonging to other users. This case is equivalent to testing our system against random forgeries only. Accordingly, for having
a fair comparison with other systems, we also test the resistance of the system against each type of forgeries separately. To
this end, the following performance measures are also reported:
AERrandom ¼ ðFRRþ FARrandomÞ=2 ð13Þ

AERsimple ¼ ðFRRþ FARsimpleÞ=2 ð14Þ

AERsimulated ¼ ðFRRþ FARsimulatedÞ=2 ð15Þ
5.2. Results on quality of feature representation

The user-based dataset U is used to evaluate the approach proposed in Section 3 for feature representation selection. To
this end, for each user, the 30 signatures in the reference set R are matched with the 40 signatures in the query set Q. This
experiment results in 1200 matchings per user, of them 300 with genuine samples, and 900 with forgery samples (300 ran-
dom, 300 simple, and 300 simulated forgeries). The t user-based features are extracted from each sample and used for pro-
ducing FV encoded features. For encoding, both the feature index and the feature values are quantized in l/2-bits and then
concatenated to produce a l-bit encoded feature. The encoded features produced from the reference signatures constitutes a
FV locking set and concealed with chaff points. The encoded features produced from the query signatures constitutes the FV
unlocking set. Matching the points of both the reference and query samples produces a similarity score (ranging from 0 to t).
Point matching is either done based on Eq. (1) or based on Eq. (4). In the later case, a matching window is adapted to the
modeled feature variability (mwi = 2di), where two points are considered similar if they reside in the corresponding matching
window.

To clarify the aforementioned experimentation, we investigate the result of such matching for the first user in the dataset
U. Table 2 shows a template signature of this user along with a genuine and a simulated forgery query samples. Fig. 13 shows
the matching process in the feature encoding space. In this illustrative example, the feasibility of using the proposed feature
representation technique is clear. The feature representation is discriminant as while the simulated forgery query Q2 resem-
bles the genuine sample Q1, their similarity scores differs much. For instance, SSQ

1 ¼ 18 and SSQ
2 ¼ 7. For this example, setting

the FV parameters so that DH 2 [8,18] results in acceptance of the genuine sample and rejection of the forgery sample. Also,
the impact of applying the AMW approach is clear. For the genuine query Q1, the number of features that have exact values
for both the template and query images is 11 features (i.e., when employing Eq. (1)). While, this value is increased to 18 fea-
tures when employing the AMW approach (i.e., when employing Eq. (4)).

The aforementioned example is a result of only two matchings (one with a genuine sample and another with a simulated
forgery sample). However, the employed experimental protocol consists in 1200 matchings per user. In order to have a global
assessment for all matchings for this specific user, the similarity score distribution is computed for all the matchings. Also, to
investigate the impact of applying each step of the feature representation extraction process, four scenarios of feature rep-
resentation are implemented to generate and match the FV locking and unlocking points. In the scenarios, different feature
vectors are encoded in a field GF(2l) as follows:

1. random features: t features are randomly selected from the D features of the multi-feature representation M.
2. population-based features: the most discriminant t features of PR representation (of dimension L) are used.
power of the proposed technique for feature representation relies on two concepts: the first is the selection of a concise user-specific representation
a two-step BFS process, and the second is to learn the representation variability and use it for matching FV points adaptively. To investigate the impact

of these concepts separately, we compute the similarity scores SSQ twice: first according to Eq. (1) to investigate the first concept, and second according
4) to investigate the second concept.



Table 2
Signature samples of the first user in dataset U.

Template T Genuine query Q1 Simulated forgery query Q2

Fig. 13. Illustration of chaff filtering in feature encoding space for the first user in the dataset U: out of the t = 20 encoded FV points, only 11 from the
genuine unlocking points have exact value as their corresponding locking points (according to Eq. (1), SSQ

1 ¼ 11). Applying the AMW method increased the
similarity score (according to Eq. (4), SSQ

1 ¼ 18). For the simulated forgery sample, SSQ
2 ¼ 7.
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3. user-based features: the t features embedded in the user-specific feature indexes vector UR are used. For this and the
above scenarios, Eq. (1) is applied to compute the similarity scores.

4. user-based features with adaptive matching window: the feature vector is the same as of the above scenario, while
the AMW is employed when computing the similarity scores (i.e., Eq. (4) is applied).

Fig. 14 shows the similarity score distribution for all of scenarios. It is clear that, for this user, each step of the proposed
approach for feature selection enhanced the quality of the feature representation. Accordingly, using the extracted feature
representation for FV locking and unlocking is expected to produce high recognition rates. However, the actual recognition
rate depends on the selected score threshold that split the genuine and forgery classes. For instance, in the last scenario of
Fig. 14, setting the FV decoding threshold DH = 14 results in FRR = 0 with small FAR. On the other hand, when DH = 15 the
FAR = 0 with small FRR.

In order to investigate the expected recognition rates for the different thresholds, the similarity scores are used to gen-
erate ROC curves. Fig. 15 shows the ROC curve for the first user in the dataset U.

The above analysis is shown only for the first user in the experimental dataset U. However, the impact of each step of the
proposed feature selection approach differs for the different users. In order to have a global quantitative assessment, we
compute the area under the ROC curve (AUC) for all users and for all scenarios. High AUC indicates more separation between
the similarity score distributions of the genuine and forgeries classes. Table 3 shows the average AUC for all users for the
different design aspects. Fig. 16 shows the AUC values for all users for the different design scenarios. It is obvious that, gen-
erally, each step in the proposed approach enhances the representation quality. However, the impact of each step depends on
the nature of the template and the forgery signatures. Generally, the produced feature representation is discriminant, as for
54 out of 60 investigated users, the AUC > 95. Only two users have AUC < 90: user 23 with AUC ’ 85 and user 25 with
AUC ’ 75. Future work will investigate the performance for the different individuals based on the Biometric Menagerie con-
cept [44], and user-specific design issues maybe proposed to guarantee acceptable performance for any user.
5.3. Results on performance of the FV system

In the following experiments, the performance of the FV system proposed in Section 4 is investigated. To this end, FV sys-
tems are encoded using the extracted UR feature representations. The FV parameters was set according to Tabel 1, however,
some parameters are changed through the experiments to test their impact on the system security and recognition
performance.



Fig. 14. Similarity score distribution for the first user in dataset U: feasibility of the proposed BFS is clear. Each step of the proposed technique increases the
separation between the similarity distributions of the genuine and forgery classes. Applying the AMW method, even it did not impact the class separation
for this specific user, it increased the range of similarity scores. Increasing this range made it possible to select feasible decoding thresholds. For instance,
without adapting the matching window, a good compromise between FRR and FAR is to set DH = 11 (see the 3rd scenario). In this case, k = 1, and KS = 32-
bits, which is not feasible (see Eqs. (2) and (7), respectively). On the other hand, when AMW is employed, a good threshold setting is DH = 14 (see the 4th
scenario). In this case, k = 7 and KS = 128-bits, which is a feasible setting.

Fig. 15. ROC Curve for the first user in the dataset U: each of the BFS steps increased the AUC. For the classical classifiers, the operating point could be set
directly by setting the classifier threshold. However, for the FV systems, the operating point are equivalent the decoding threshold DH. Considering a FV
with parameters as shown in Table 1, the three operating points showed in Fig. 14 and in Fig. 15 (DH = 14, 15, 16) are realized by employing encoding
polynomials with degree k = 7, 9 and 11, respectively (see Eq. (2).

Table 3
Average AUC over the 60 Users in the dataset U for the different design scenarios.

Design
aspect

Without feature
selection

Population-based feature
selection

User-based feature
selection

User-based feature selection with
AMW

Average AUC 0.6577 0.7724 0.9328 0.9700
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To test the impact of the crypto-key size (KS) on the FV recognition performance, we encode FVs with keys of different
sizes as shown in Table 4. The parameters DH and k are computed according to Eqs. (2) and (7), respectively. Changing
the key size KS have shown a trade-off between the genuine recognition and the false acceptance rates. While, encoding lar-
ger (more secure) cryptographic keys decreases the FAR, it increases the FRR.

To test the impact of quantity of chaff points on the FV recognition performance, we investigate different values of the
chaff separation parameter X as shown in Table 5. The FV size r, the chaff size z and system security are computed according



Fig. 16. AUC for the 60 Users in the dataset U: impact of each step of the proposed BFS technique differs for the different users. While, generally, the
representation quality is enhanced with each step.
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to Eqs. (9)–(11), respectively. It is obvious that the chaff quantity, and hence, the FV size increases when smaller values of the
parameter X are used. While, there is a trade-off between the system security and its recognition performance.

Fig. 17 illustrates the impact of the quantity of chaffs on both the security and the recognition quality. As shown in
Fig. 17.a, injecting more chaffs increases the FV security and its resistance to the false acceptance, while the genuine
acceptance rate is degraded. It is important to note that impact of chaff quantity differ for the different type of forgeries.
While the FAR for both random and simple forgeries is not much decreased, the system resistance to incorrectly accept
simulates forgeries is much decreased. Fig. 17.b shows that the Average Error Rates (AER), that are computed according to
Eq. (12), are increasing with increasing chaff quantity. So, there is a trade-off between system security and its recognition
performance. Also, It is obvious that the performance is better when only the random forgeries are considered (AERrandom -
’ 6.8% with 45-bits security).

Through all of the above experiments, we assumed that the user password is compromised. However, to report the actual
performance of the system we have to consider the case when an attacker neither possesses a correct password nor a gen-
uine signature sample. In this case, he cannot decrypt the UR model and hence he randomly guess the feature indexes XQ.
Table 6 shows the recognition performance in such case. No impostor query was incorrectly accepted and the overall AER
is significantly decreased (the recognition accuracy is about 97%).

As there is no FV based on offline signature images found in the literature, so we compare our system to the state of the
art classical offline signature verification systems SV. Tabel 7 compares the performance of the proposed FV system with the
baseline WI-SV [33] and WD-SV [8] systems. The majority vote concept is tested to fuse decisions of multiple FVs (each FV
Table 4
FV performance for different key sizes.

KS 128-bits 160-bits 192-bits

k 7 9 11
DH 14 15 16
FRR 11.53 14.05 20.68
FAR-random 2.05 1.5 0.93
FAR-simple 2.39 1.93 1.41
FAR-simulated 24.38 20.07 15.14
AERall 10.08 9.38 9.54

Table 5
Impact of chaff quantity on the FV performance.

Chaff separation (X) Without chaff 0.2 0.10 0.05 0.025

No. of FV points (r) 20 200 400 800 1600
No. of chaff points (z) 0 180 380 780 1580
Security 0-bits 45-bits 52-bits 60-bits 68-bits
FRR 5.25 11.53 28.94 55.53 75.81
FARrandom 2.74 2.05 1.06 0.58 0.31
FARsimple 3.49 2.39 1.58 0.88 0.49
FARsimulated 33.14 24.38 15.63 8.15 3.42
AERall 11.15 10.08 11.80 16.28 20.00
AERrandom 3.99 6.79 15 28.05 38.06
AERsimple 4.37 6.96 15.26 28.20 38.15
AERsimulated 19.19 17.95 22.28 31.84 39.61



Fig. 17. Trade-off between FV security and recognition performance. (a) Trade-off between FV security and recognition measures. (b) Trade-off between FV
security and average recognition error rates.
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encoded by features extracted from a single sample). Ensembles of 1, 3, 5, 7, 9, 11, 13, and 15 FVs are tried. It is shown that
using multiple FVs enhanced the performance.

To be fair when comparing the proposed two-factor authentication system, that uses a signature and a password, with the
classical SV systems, we assume here that the password is compromised by the attacker. In this case, the proposed FV has
shown less recognition performance than both of the classical SV systems. However, if the password is secure, the proposed
FV system outperforms the other systems, as the AERall = 2.88. Moreover, the FV system is the only system that can be em-
ployed to enforce authenticity of the cryptography schemes like encryption and digital signatures. Also, the classification la-
bel of both of the classical SV system can be bypassed [40], however, it is trusted with the FV system as it results from a
protected decoding process. The confidentiality of the signature templates is not achieved with the WI-SV systems, while
it is perfectly achieved with the WD-SV as no signature references are needed for the classification decision. The template
security of the FV system depends on the amount of chaff points. Concerning the computational complexity (for the authen-
tication mode), the WD-SV is the most light system as it relies on concise feature representation and a single classification
step. On the other hand, the WI-SV system used large amount of features and fused multiple classification labels for en-
hanced recognition performance. The FV system, although uses a concise feature representation, sufficient amount of chaff
points must be added for its security. Also, the FV system employs polynomial decoders that significantly increase its com-
putational complexity. Table 8 summarizes the aforementioned comparison between the proposed FV and the baseline
systems.
Table 6
Impact of using a user password as a second authentication measure.

Measure Compromised password Secured password

FRR 11.53 11.53
FARrandom 2.05 0
FARsimple 2.39 0
FARsimulated 24.28 0
AERall 10.08 2.88



Table 7
Performance of the baseline SV systems and the proposed FV system.

System Measure % Number of signature templates

1 3 5 7 9 11 13 15

WI-SV [33] FRR 13.53 10.66 9.83 9.75 9.36 9.69 9.80 9.77
FARrandom 0.12 0.06 0.04 0.03 0.03 0.02 0.03 0.02
FARsimple 0.43 0.33 0.32 0.33 0.32 0.33 0.32 0.32
FARsimulated 14.95 12.52 11.87 11.36 11.55 11.11 10.77 10.65
AERall 7.26 5.89 5.52 5.37 5.32 5.29 5.23 5.19

WD-SV [8] FRR 7.83
FARrandom 0.016
FARsimple 0.17
FARsimulated 13.50
AERall 5.38

FV FRR 11.53 9.07 8.53 8.19 7.95 7.84 7.80 7.69
FARrandom 2.05 0.44 0.13 0.040 1.6e�04 1.5e�04 1.0e�04 5.0e�05
FARsimple 2.39 2.06 2.01 1.97 1.89 1.95 1.92 1.92
FARsimulated 24.38 23.33 23.26 22.98 23.22 23.04 23.09 23.26
AERall 10.08 8.72 8.48 8.29 8.26 8.20 8.20 8.21

Table 8
Comparison of the baseline SV Systems and the proposed FV system.

System Recognition rate Cryptography applicability Template security Trusted Computational complexity

WI-SV [33] High No No No Medium
WD-SV [8] High No Yes No Low
Proposed FV Medium Yes Yes Yes High
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5.4. Computational complexity

The proposed system consists of two processes: (1) enrollment and (2) authentication (see Fig. 8). For the complexity of
the enrollment process, the user-representation selection module, and more specifically, the two-step BFS (see Fig. 7), is the
most time consuming module. According to Rivard et al. [33], the time complexity of the BFS algorithm is O(DST), where D is
the dimensionality of the initially extracted multi-feature representation, S is the number of training samples, and T is the
number of boosting iterations. This analysis indicates high computational growth rate for high dimensional problems, like
that for the population-based BFS step. However, the computational growth rate is much slower for the user-based BFS,
where dimensionality of the representation is significantly reduced through the first step. Moreover, smaller number of
user-specific training samples and less boosting iterations are required for producing a concise user-specific representation
that encodes the FV.

On a Linux based server of 24 GB memory size and 8 cores CPU of speed 2.27 GHz, the computational times for the dif-
ferent subprocesses are as follows: the population-based BFS takes about 2 days, however, this step is done only once for the
whole system. To enroll a new user to the system, the following subprocesses are executed: multi-feature extraction (14 s/
image), user-based BFS (120 s/user), and FV encoding (1 s/FV). So, for a relatively large number of training images, e.g., 30
images/user, a user enrollment toke about 541 s (9 min). Accordingly, the enrollment phase of the proposed method is rel-
atively complex due to the employed representation selection process. The authentication process implies a much less com-
putational complexity. On the same processing environment, the total authentication time is about 14.25 s (14 s for feature
extraction +0.25 s for FV decoding). This is comparable with state-of-the-art systems. For instance, a Fingerprint FV proposed
by Nandakumar et al. [27], with decoding time of about (8 s).
6. Conclusions and future work

In this paper a FV system based on offline signature images is proposed. A new two-step boosting feature selection meth-
od is proposed, and used to select good features while learning their variations for each specific user. It is shown that select-
ing features based on simulated signatures could represent the actual system users. While, running another user-specific
feature selection process enhanced the quality of feature representation. Also, adapting the features matching window based
on their expected variations results in better FV performance. A user password is used as a second authentication measure to
enhance FV system accuracy. To enhance the FV recognition performance, a simple ensemble of FVs is produced by applying
the majority vote decision fusion concept.

The proposed FV implementation can be applied to alleviate the key management problem within cryptographic schemes
like encryption and digital signature. Moreover, it can be employed as a secure signature verification (SV) scheme. In this
case, it provides template protection, as the signature templates are stored in an encrypted form within the FV template.
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Also, this SV scheme produces trusted classification decisions, as the cryptographic key is decoded through a protected
mechanism. With the default system parameters (see Table 1), brute-force attempts to extract either the signature template
or the cryptographic key from the FV require up to 245 trials. Moreover, the proposed scheme facilitates signature revoca-
bility, as if the user signature is compromised, different set of features can be extracted from the same signature and produce
a new FV template.

Future work shall investigate enhancing different modules of the proposed system. At the feature extraction level, fusion
of more different types of features may enhance the feature representation. For the feature selection module, it might be
useful to represent knowledge about the simulated forgeries by using such samples in the population-based and/or user-
based feature selection phases. For the FV Encoding/Decoding module, some of the FV parameters may be adapted for each
user, and the chaff points may be generated adaptively based on the expected feature variations. More advanced ensemble
methods may be applied to fuse outputs of single FVs in either score or decision levels. This also motivates design parallel
processing based FV decoders to reduce the decoding complexity. Although applied on offline signatures, the proposed
system is generic so can be investigated on other biometrics. Application to multi-modal can also be investigated on either
feature, score and decision levels of fusion.
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