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a b s t r a c t

Hidden Markov models (HMMs) have been successfully applied in many intrusion detection applications,

including anomaly detection from sequences of operating system calls. In practice, anomaly detection

systems (ADSs) based on HMMs typically generate false alarms because they are designed using limited

amount of representative training data. Since new data may become available over time, an important

feature of an ADS is the ability to accommodate newly acquired data incrementally, after it has originally

been trained and deployed for operations. In this paper, a system based on the receiver operating

characteristic (ROC) is proposed to efficiently adapt ensembles of HMMs (EoHMMs) in response to new

data, according to a learn-and-combine approach. When a new block of training data becomes available, a

pool of base HMMs is generated from the data using a different number of HMM states and random

initializations. The responses from the newly trained HMMs are then combined to those of the previously

trained HMMs in ROC space using a novel incremental Boolean combination (incrBC) technique. Finally,

specialized algorithms for model management allow to select a diversified EoHMM from the pool, and

adapt Boolean fusion functions and thresholds for improved performance, while it prunes redundant base

HMMs. The proposed system is capable of changing the desired operating point during operations, and this

point can be adjusted to changes in prior probabilities and costs of errors. Computer simulations conducted

on synthetic and real-world host-based intrusion detection data indicate that the proposed system can

achieve a significantly higher level of performance than when parameters of a single best HMM are

estimated, at each learning stage, using reference batch and incremental learning techniques. It also

outperforms the learn-and-combine approaches using static fusion functions (e.g., majority voting). Over

time, the proposed ensemble selection algorithms form compact EoHMMs, while maintaining or improving

system accuracy. Pruning allows to limit the pool size from increasing indefinitely, thereby reducing the

storage space for accommodating HMMs parameters without negatively affecting the overall EoHMM

performance. Although applied for HMM-based ADSs, the proposed approach is general and can be

employed for a wide range of classifiers and detection applications.

& 2011 Elsevier Ltd. All rights reserved.
1. Introduction

Anomaly detection systems (ADSs) detect intrusions by monitoring for significant deviations from normal system behavior.
Traditional host-based ADSs monitor for significant deviation in normal operating system calls—the gateway between user and kernel
mode. ADSs designed with discrete hidden Markov models (HMMs) have been shown to produce a high level of accuracy [1,2]. A well-
trained HMM provides a compact detector that captures the underlying structure of a process based on the temporal order of system
calls, and detects deviations from normal system call sequences with high accuracy and tolerance to noise.

An ADS allows to detect novel attacks, however will typically generate false alarms due in large part to the limited amount of
representative data [3]. Because the collection and analysis of training data to design and validate an ADS is costly, the anomaly detector
will have an incomplete view of the normal process behavior, and hence misclassify rare normal events as anomalous. Substantial
changes to the monitored environment, such as application upgrade or changes in users behavior, reduce the reliability of the detector as
the internal model of normal behavior diverges with respect to the underlying data distribution. Since new training data may become
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available over time, an ADS should accommodate newly acquired data, after it has originally been trained and deployed for operations, in
order to maintain or improve system performance.

The incremental re-estimation of HMM parameters is a common approach to accommodate new data, although it raises several challenges.
Parameters should be updated from new data without requiring access to the previous training data, and without corrupting previously
learned models of normal behavior [4,5]. Standard techniques for estimating HMM parameters involve iterative batch learning algorithms
[6,7], and hence require observing the entire training data prior to updating HMM parameters. Given new training data, these techniques can
be costly since they involve restarting the HMM training using all cumulative training data. Alternatively, several efficient on-line learning
techniques have been proposed to re-estimate HMM parameters continuously upon observing each new observation symbol or new
observation sub-sequence from an infinite data stream [8,9]. In practice however, on-line learning using blocks comprising limited amount of
data yields a low level of performance as one pass over each block is not sufficient to capture the phenomena [10]. It is also possible to adapt
on-line learning techniques for incremental learning over several passes of each block, although it requires strategies to manage the learning
rate [10]. Moreover, using a single HMM with a fixed number of states for incremental learning may not capture a representative
approximation of the underlying data distribution due to the many local maxima in the solution space.

Ensemble methods have been recently employed to overcome the limitations faced with a single classifier system [11–14].
Theoretical and empirical evidence have shown that combining the outputs of several accurate and diverse classifiers is an effective
technique for improving the overall system accuracy [11–17]. In general, designing an ensemble of classifiers involves generating a
diverse pool of base classifiers [18–20], selecting an accurate and diversified subset of classifiers [21], and then combining their output
predictions [12,14]. Most existing ensemble techniques aim at maximizing the overall ensemble accuracy, which assumes fixed prior
probabilities and fixed misclassification costs. In many real-world applications, like anomaly detection, prior class distributions are
highly imbalanced and misclassification costs may vary over time. Nevertheless, common techniques used for fusion, such as voting, sum
or averaging, assume independent classifiers and do not consider class priors [16,22]. This paper focuses on HMM-based systems applied
to anomaly detection, and in particular on the efficient adaptation of ensembles of HMMs (EoHMMs) over time, in response to new data.

The receiver operating characteristic (ROC) curve is commonly used for evaluating the performance of detectors at different operating
points, without committing to a single decision threshold [23]. ROC analysis is robust to imprecise class distributions and
misclassification costs [24]. In a previous work, the authors proposed a ROC-based iterative Boolean combination (IBC) technique for
fusion of responses from any crisp or soft detector trained on fixed-size data sets [25]. The IBC algorithm inputs all generated classifiers,
and combines their responses in the ROC space by applying all Boolean functions, over several iterations until the ROC convex hull
(ROCCH) stops improving. IBC was applied to combine the responses from a multiple-HMM ADS, where each HMM is trained through
batch learning using the same data but with different number of states and initializations. Results have shown that detection accuracy
improves significantly, especially when training data are limited and class distributions are imbalanced [25]. The IBC is a general
decision-level fusion technique in the ROC space that aims at improving ensembles accuracy, when learning is performed from a fixed-
size set of limited training data. However, IBC does not allow to efficiently adapt a fusion function over time when new data becomes
available, since it requires a fixed number of classifiers.

In contrast, this paper presents a new ROC-based system to efficiently adapt EoHMMs over time, from new training data, according to
a learn-and-combine approach. Given new training data, a new pool of HMMs is generated from newly acquired data using different
HMM states and initializations. The responses from these newly trained HMMs are then combined with those of the previously trained
HMMs in ROC space using the incremental Boolean combination (incrBC) technique. IncrBC extends on IBC in that Boolean fusion of
HMMs may be adapted for new data, without multiple iterations. However, system efficiency and scalability remain a serious issue. On
its own, incrBC allows to discard previously learned data, yet it retains all previously generated HMMs in the pool. Over time, the pool
size would therefore grow indefinitely, yielding unnecessarily high memory requirements, and increasingly complex Boolean fusion
rules. Operating ever-growing EoHMMs would increase computational and memory complexity.

To overcome these limitations, specialized algorithms are proposed for memory management. First, ensemble selection algorithms
are proposed to efficiently select diversified EoHMMs from the pool, and to adapt the Boolean fusion functions and decision thresholds to
improve overall system performance. The proposed system may employ one of the two ensemble selection algorithms, called BCgreedy

and BCsearch, that are adapted to benefit from the monotonicity in incrBC accuracy, for a reduced complexity. Both algorithms feature
rank- and search-based selection strategies to optimize ROOCH of combinations, and hence maximize the area under the ROCCH (AUCH).
Both algorithms preserve the ROCCH of combination which allows visualizing the expected performance over the entire ROC space, and
adapting to changes in operating conditions during system operations, such as tolerated false alarm rate, prior probabilities and costs
of errors. Most existing techniques for adapting ensembles of classifiers require restarting the training, selection, combination, and
optimization procedures to account for such a change in operating conditions. Finally, to address the potentially growing memory
requirements over time, the proposed system integrates a memory management strategy to prune less relevant HMMs from the pool.

For a proof-of-concept validation, this system is applied to adaptive anomaly detection from system call sequences. The experiments
are conducted on both synthetically generated data and sendmail data from the University of New Mexico (UNM) data sets1 [1]. UNM
data sets are still commonly used in literature [26,27] due to limited publicly available system call data sets. In fact labeling real system
call sequences is a challenging task, which depends on detector window size. To overcome issues encountered when using real-world
system call data for anomaly based HIDS, the experimental results are complemented with synthetically generated data. The synthetic
data generator is based on the Conditional Relative Entropy (CRE), and is closely related to the work of Tan and Maxion [28]. It allows
simulating different processes with various complexities and provides the desired amount of normal data for training and labeled data
(normal and anomalous) for testing. For both real and synthetic data sets, the data are organized into several blocks that are assumed to
have been acquired over time. The new data allow to account for rare events, and adapt to changes in monitored environments such as
application updates or changes in user behavior over time. The performance of the proposed system is compared to that of the reference
batch BW (BBW) trained on all cumulative data, of on-line BW (OBW) [9], and of an algorithm for incremental learning of HMM
parameters based on BW (IBW) [10]. The performance of the median and majority vote fusion functions, combining outputs from the
1 http://www.cs.unm.edu/� immsec/systemcalls.htm.
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previously generated pool of HMMs, are also presented. Accuracy is assessed using the area under the ROC curve (AUC) [29] and the true
positive rate (tpr) achieved at a fixed false positive rate (fpr) value.

The rest of this paper is organized as follows. The next section briefly reviews the HMM, as it applies to adaptive ADS from system call
sequences. It also reviews techniques for incremental learning of HMM parameters, and for designing multiple classifiers systems.
Section 3 describes the proposed ROC-based system for efficient adaptation of EoHMM from new data according to the learn-and-
combine approach, including new techniques for Boolean combination and model management. Section 4 presents the experimental
methodology (data sets, evaluation methods and performance metrics) used for proof-of-concept computer simulations. Simulation
results are presented and discussed in Section 5.
2. Adaptive anomaly detection systems

2.1. Anomaly detection using HMMs

HMMs have been shown successful in detecting anomalies in sequences of operating system calls [1,2,28,30,31]. A discrete-time
finite-state HMM is a stochastic process determined by two interrelated mechanisms—a latent Markov chain having a finite number of
states N, and a set of observation probability distributions, each one associated with a state. Starting from an initial state SiAfS1, . . . ,SNg,
determined by the initial state probability distribution pi, at each discrete-time instant, the process transits from state Si to state Sj

according to the transition probability distribution aij. The process then emits a symbol vk, from a finite alphabet V ¼ fv1, . . . ,vMg of size M

symbols, according to the discrete-output probability distribution bjðvkÞ of the current state Sj. HMM is commonly parametrized by
l¼ ðp,A,BÞ, where the vector p¼ fpig is the initial state probability distribution, matrix A¼ faijg is the state transition probability
distribution, and matrix B¼ fbjðvkÞg is the state output probability distribution, (1r i,jrN and 1rkrM).

HMMs can perform three canonical functions, evaluation, decoding and learning [32]. Evaluation aims to compute the likelihood of an
observation sequence o1:T given a trained model l, Pðo1:T jlÞ. The likelihood is typically evaluated by using a fixed-interval smoothing
algorithm such as the Forward–Backward (FB) [32] or the Forward–Filtering Backward-Smoothing (FFBS) [33]. Decoding means finding the
most likely state sequence S that best explains a given observation sequence o1:T , i.e., maximize PðSjo1:T ,lÞ. The best state sequence is
commonly determined by the Viterbi algorithm. Learning aims to estimate HMM parameters l to best fit the observed batch of data o1:T .
Typically, parameters estimation consists of maximizing the likelihood of the training data over HMM parameters space, Pðo1:T jlÞ. Since this
likelihood depends on the latent states, there is no known analytical solution to the learning problem. Iterative optimization techniques such
as the Baum–Welch (BW) algorithm [7]—a special case of the Expectation-Maximization (EM) [34], or standard numerical optimization
methods such as gradient descent [6,35] are often employed in practice. In either case, HMM parameters are estimated over several training
iterations, until the likelihood function is maximized over data samples. Each iteration typically involves observing all available training data
to evaluate the likelihood value and estimate the state densities by using a fixed-interval smoothing algorithm.

Anomaly detection creates a profile that describes normal behaviors. Events that deviate significantly from this profile are considered
anomalous. In computer and network security, legitimate system call sequences generated during the normal execution of a privileged
process are typically employed in host-based ADSs [1,3]. As stochastic models for temporal data, HMMs provide compact detectors that
are able to capture probability distributions corresponding to complex real-world phenomena, with tolerance to noise and uncertainty.
Given a sufficiently large training set of legitimate system call observations, an ergodic2 HMM trained according to the BW or gradient-
based algorithms, is able to capture the underlying structure of the monitored process [1,2]. During operations, system calls sequences
generated by the monitored process are evaluated with the trained HMM, according to the FB or FFBS algorithms, which should assign
significantly lower likelihood values to anomalous sequences than to normal ones. By setting a decision threshold on the likelihood
values, monitored sequences can be classified as normal or anomalous.

Estimating the parameters of a HMM requires the specification of the number of hidden states. Although it is a critical parameter for
HMM performance, this number is often chosen heuristically or empirically, by selecting the single value that provides the best
performance on training data [1,2,31]. Using a single HMM with a pre-specified number of states may have limited capabilities to
capture the underlying structure of the data. HMMs trained with a fixed-size training data and with a different number of states and
initializations have been shown to provided a higher level of performance in host-based ADSs [30].

2.2. Adaptation in anomaly detection

The design of accurate detectors for ADS requires the collection of a sufficient amount of representative data. In practice however, it is very
difficult to collect, analyze and label comprehensive data sets for reasons that range from technical to ethical. Limited normal data are
typically provided for training HMM-based detectors, and limited labeled data are also provided for validation of an ADS. Furthermore, the
underlying data distribution of normal behaviors may vary according to changes in the monitored environment such as an application update
or changes in users behavior. The ability to incrementally adapt HMM parameters in response to newly acquired training data from the
operational environment or other sources is therefore an undisputed asset for sustaining a high level of performance.

Assume that an HMM-based ADS is trained using a finite set of system call data. During operations, monitoring a centralized server,
for instance, the system is susceptible to produce a higher false alarms rate than tolerated by the system administrator. This is largely
due to the limited amount of representative training data. The ADS will have an incomplete view of the normal process behavior, and
rare events will be mistakenly considered as anomalous. The HMM detector should be refined incrementally over time using some
additional normal data, to better fit the normal behavior of process in consideration. Such situations may also occur when an ADS
specialized for monitoring a specific process is implemented on different hosts machines with different settings and functionality.
2 An HMM with an ergodic or fully connected topology is typically employed in situations where the hidden states have no physical meaning such as modeling a

process behavior using its generated system calls.
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Generic models that are trained using data corresponding to common settings, could be set into operation then incrementally refined to
fit the normal process behavior on each host. Otherwise, training data must be collected and analyzed from the same process on
every host.

As a part of an ADS, the system administrator plays a crucial role in providing new data for training and validation of the detectors.
When an alarm is raised, the suspicious system call sub-sequences are logged and analyzed for evidence of an attack. If an intrusion
attempt is confirmed, the corresponding anomalous system calls should be provided to update the validation set (V). Otherwise, the
intrusion attempt is considered as a false alarm and these rare sub-sequences are tagged as normal and employed to update the HMM
detectors. One challenge is the efficient integration of the newly acquired data into the ADS without corrupting the existing knowledge
structure, and thereby degrading the performance.
2.3. Techniques for incremental learning of HMM parameters

Incremental learning refers to the ability of an algorithm to learn from new data after a classifier has already been trained from
previous data and deployed for operations. As illustrated in Fig. 1, once a new block of data becomes available, incremental learning
produces a new hypothesis (i.e., decision rule) that depends only on the previous hypothesis and the current training data [5].
Incremental learning allows to decrease the memory requirements needed to learn the new data, since there is no need to store and
access previously learned data. Furthermore, since training is performed only on new training blocks, and not on all accumulated data,
incremental learning would also lower the time complexity needed to learn new data.

The main challenge of incremental learning is the ability to sustain a high level of performance without corrupting previously learned
knowledge [4,5]. In fact, considering the HMM parameters obtained using a batch learning technique on a first block of sub-sequences as
starting point for training the HMM on a second newly acquired block, may not allow the optimization process to escape the local
maximum associated with the first block. Remaining trapped in local maxima leads to knowledge corruption and hence to a decline in
system performance (see Fig. 2).

Several on-line learning techniques have been proposed in literature to re-estimate HMM parameters from a continuous stream of
symbols. The objective is to optimize HMM parameters to fit the source generating the data through one observation of the data. They
are typically designed to reduce the training time and memory complexity and to accelerate the convergence when learning long
streams of data. These techniques are derived from their batch counterparts, and include EM-based [9,8] and gradient-based [35,36]
techniques. However, the on-line optimization and update of HMM parameters are continuously performed upon observing each new
sub-sequence [9,35] or new symbol [8,36] of observation, with no iterations.

In practice however, when an on-line learning technique is applied to incremental learning of a finite data set, one pass over the data
block is insufficient to capture the phenomena. In addition, the convergence properties of these on-line algorithms no longer hold when
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Fig. 1. An incremental learning scenario where blocks of data are used to update the HMM parameters (l) over a period of time. Let D1 ,D2 , . . . ,Dn be the blocks of training
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provided with limited amount of data. Several iterations over the new block of observations are therefore required to better fit the HMM
parameters to the newly acquired data. When several iterations are allowed, on-line algorithms may attain a local maximum on the log-
likelihood function associated with the current block of data, and must overcome the same issue of remaining trapped in the previous
local maximum (see Fig. 2).

Fig. 2 illustrates the decline in performance that may occur with batch or on-line algorithms during incremental update of one HMM
parameter. The values ln

1, ln

2, and ln

12 correspond to the optimal values of parameters after learning D1,D2 and D1 [ D2, respectively.
Assume that the training block D2, which contains one or multiple sub-sequences, becomes available after an HMM(l1) has been
previously trained on a block D1 and deployed for operations. An incremental algorithm that optimizes, for instance, the log-likelihood
function must re-estimate the HMM parameters over several iterations until this function is maximized for D2. The optimization of HMM
parameters depends on the shape and position of the log-likelihood function of HMM(l2) with respect to that of HMM(l1). When an
incremental learning technique is employed to train on D2 alone, ln

1 is the starting point for re-estimating the HMM. If the log-likelihood
function of HMM(l2) has some local maxima in the proximity of ln

1, the optimization may remain trapped in these maxima, and hence
does not accommodate D2, providing a similar model parameter. If ln

1 was selected according to point (a), the optimization will become
trapped in the local maximum at point ðcÞ instead of approaching ln

12. This leads to a knowledge corruption, and a decline in HMM
performance. In contrast, training a new HMM(l2) on D2 from the start using different initializations may lead to point (d). As described
in subsequent sections, combination of responses from two HMMs selected according to ln

1 and ln

2 exploits their complementary
information for a higher overall level of performance.

2.4. Incremental learning with ensembles of classifiers

Multiple classifier systems (MCSs) are based on the combination of several accurate and diverse base classifiers to improve the overall
system accuracy [11,12,15,16]. MCSs have been employed to overcome the limitations faced with a single classifier system [11–14].
Classifiers may converge to different local optima according to different initializations or different parameter values. Different classifiers
can have different domains of expertise or perceptions of the same problem. Therefore, combining the predictions of an ensemble of
classifiers (EoCs) reduces the risk of selecting a single classifier with a poor generalization performance. Furthermore, base classifiers
may commit different errors providing complementary information that increase the ensemble accuracy. EoCs provide alternative
solutions for incremental learning by combining classifiers trained on each block of data that becomes available, instead of selecting and
updating a single classifier.

In general, the design of EoCs involves generating a diversified pool of base classifiers, selecting a subset of members from that pool,
and then combining their output predictions such that the overall accuracy and reliability is improved. A pool can be composed of either
homogeneous or heterogeneous classifiers. Homogeneous classifiers are generated by the same classifier trained using different
manipulations of parameters, training data [18,19], or input features [37]. Heterogeneous classifiers are generated by training different
classifiers on the same data set.

The combination of selected classifiers typically occurs at the score, rank or decision levels [12,14], and may be static (e.g., sum,
product, majority voting), adaptive (e.g., weighted average, weighted voting) or trainable (also known as stacked or meta-classifier).
Fusion at the score level is most prevalent in literature [16]. Normalization of the scores is typically required before applying static or
adaptive fusion functions, which may not be a trivial task for heterogeneous classifiers. Trainable approaches, where a global meta-
classifier is trained for fusion on classifiers responses [16,38–40], are prone to overfitting and require a large independent validation set
for estimating the parameters of the combining classifier [38,39]. Fusion at the rank level is mostly suitable for multi-class classification
problems, where the correct class is expected to appear in the top of the ranked list [20,41]. Fusion at the decision level exploits the least
amount of information since only class labels are considered. Compared to the other fusion methods, it is less investigated in literature.
Majority voting [42], weighted majority voting [43,44] and behavior-knowledge-space (BKS) methods [45] are the most representative
decision-level fusing methods. One issue that appears with decision level fusion is the possibility of ties. BKS only applies to low
dimensional problems, and requires a large independent training and validation set to provide accurate combination rules.

EoCs may be adapted for incremental learning by generating a new pool of classifiers as each block of data becomes available, and
combining the outputs with those of previously generated classifiers with some fusion technique [46]. The main advantage of using EoCs
to implement a learn-and-combine approach is the possibility of avoiding knowledge corruption as classifiers are trained from the start
on a new block of data.

For instance, the adaptive boosting methods employed in AdaBoost [19] have been extended for incremental learning from new
blocks of data in Learnþþ [5]. Given a fixed-size training set, AdaBoost iteratively generates a sequence of weak classifiers each focusing
on training observations that have been misclassified by the previous classifier. This is achieved by updating a weight distribution over
the entire training set according to the performance of the previously generated classifier. At each iteration, AdaBoost increases the
weights of wrongly classified training observations and decreases those of correctly classified observations, such that the new classifier
focuses on hard-to-classify observations. The final output is a weighted majority voting of all generated classifiers. By contrast, Learnþþ
generates a number of base classifiers for each block of data that becomes available. The weight distribution is updated according to the
performance of all previously generated classifiers, which allows to accommodate new classes [5]. The outputs are then combined
through weighted majority voting to obtain the final classification. Improvements proposed for this algorithm differ by the combination
functions and weight distribution update. In particular, Learnþþ variant for imbalanced data employs a class-conditional weight factor
for updating classifiers weight [47].

An on-line version of bagging and boosting ensembles have been proposed for learning from labeled streams of data [48]. The
bootstrap sampling and weight distribution update that are employed for fixed-sized data sets are now simulated according to Poisson
distribution for data streams. For on-line AdaBoost algorithm, the ensemble is composed of a fixed number of classifiers. Each new
observation is presented sequentially to the ensemble members. A classifier is trained on this observation k times, where k is drawn from
a Poisson distribution parametrized by the observation weight. When an observation is misclassified its weight increases and hence will
be presented more often to the following classifier in the ensemble. The final output is the weighted majority vote over all the base
classifiers. However, on-line bagging and boosting techniques consider learning continuously from labeled streams of data.
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The techniques described above are designed for two- or multi-class classification and hence require labeled training data sets to
compute the errors committed by the base classifiers and update the weight distribution at each iteration. In HMM-based ADSs, the
HMM detector is a one-class classifier that is trained using the normal system call data only as described in Sections 2.1 and 2.2..
Therefore, they are not suitable for ADSs using system call sequences. Some authors however, adopt these techniques by considering that
rare normal system call sequences are anomalous. For instance, an EoHMMs based on discrete AdaBoost and its on-line version has been
applied for anomaly detection [31]. With this method, an arbitrary threshold is set according to the log-likelihood output from HMMs
trained on the normal system call behavior, below which normal system call sequences are considered as anomalous. Five HMMs are
trained with the same number of states on fixed-sized data, and then employed as base detectors in AdaBoost algorithm. When new data
becomes available, these HMMs are updated according to an on-line AdaBoost variant [48]. Threshold setting is shown to have a
significant impact on the detection performance of the EoHMMs [31]. In fact, rare system call events are normal, if they are considered
anomalous during the design phase, they will generate false alarms during the testing phase. These rare events may be suspicious if,
during operation, they occur in bursts over a short period of time.

Another specific combination technique for HMMs consists of weight averaging the parameters of an HMM trained on a newly
acquired block of data with those of a previously trained HMMs [2]. Although this technique may work for left-right HMMs, it is not
suitable for ergodic HMMs as their states are permuted with each different training phase, and hence averaging parameters leads to
knowledge corruption. Furthermore, it is restricted to combining HMMs with the same number of states.

For one- or two-class classification problems, Boolean combination of classifier responses in the ROC space provides several advantages
over related fusion techniques [25,49]. It does not require any prior assumption regarding the independence of classifiers, in contrast with
other fusion functions such as sum, product or averaging that are based on the independence of classifiers [16,22]. In addition, normalization
of heterogeneous classifiers output scores is not required, because ROC curves are invariant to monotonic transformation of classification
thresholds [23]. Boolean combination techniques may therefore be applied to combine the responses from any crisp or soft homogeneous or
heterogeneous classifiers, or from classifiers trained on different data. Most existing ensemble techniques, especially those proposed for
incremental learning, aim at maximizing the system performance through a single measure of accuracy. This implicitly assumes fixed prior
probabilities and misclassification costs. Furthermore, an arbitrary and fixed threshold is typically set (implicitly or explicitly) on the output
scores of soft classifiers of an ensemble prior to taking a majority voting decision. In anomaly detection however, prior class distributions are
highly imbalanced and misclassification costs are different and both may change over time. As detailed in Section 3.1, Boolean combination in
the ROC space aims at maximizing the overall convex hull of combinations overall classifiers decision thresholds, which allows to adapt to
changes in prior probabilities and cost of errors during system operation.
3. Learn-and-combine approach using incremental boolean combination

In this section, a ROC-based system is proposed to efficiently adapt EoHMMs over time, from new training data, according to a learn-
and-combine approach. As new blocks of data become available, the system trains new HMMs to evolve a pool of classifiers, and
performs incremental Boolean combination (incrBC) of a diversified subset of HMM responses in the ROC space. This is achieved by
selecting the HMMs, decision thresholds, and Boolean functions such that the overall EoHMMs performance is maximized.

The main components of the system are illustrated in Fig. 3 and described in Algorithm 1. When a new block of normal training
sub-sequences (Dk) becomes available, a new pool of base HMMs (Pk) is generated according to different number of states and random
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Fig. 3. Block diagram of the adaptive system proposed for incrBC of HMMs, trained from newly acquired blocks of data Dk, according to the learn-and-combine approach.

It allows for an efficient management of the pool of HMMs and selection of EoHMMs, decision thresholds, and Boolean functions.
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initializations. (Further details on HMMs training and validation are given in Section 4.2.) Pk is then appended to the previously generated
pool of base HMMs P ¼ fP1,P2, . . . ,Pk�1g [ Pk, and Dk is discarded. The model management module, described in Section 3.2, performs model
selection and pruning. The selection module forms the EoHMMs (Ek) considered for operations, by selecting HMMs from the pool P that most
improve the overall system performance according to one of two proposed model selection algorithms, BCgreedy and BCsearch (see Algorithms
3 and 4), both of which depend on the incremental Boolean combination module. The pruning module controls the size of the pool by
discarding less accurate HMMs that have not been selected for some user-defined time interval. To form an EoHMMs, the incremental Boolean
combination module combines the responses from the selected HMMs in the ROC space using all Boolean functions according to the incrBC

algorithm (see Algorithm 2 in Section 3.1). The incrBC algorithm also selects and stores the set (S) of decision thresholds (from each base
HMM of the EoHMMs) and Boolean functions that most improves the overall EoHMMs performance. The HMMs that form the EoHMMs, Ek,
and the set of decision thresholds and Boolean functions, S, are used during operations.

Algorithm 1. Learn-and-combine approach using incremental Boolean combination.
input: Training data blocks D1,D2, . . . ,DK that become available over time (normal sub-sequences)

Labeled validation data set V (normal and anomalous sub-sequences)
output: Selected HMMs to form the EoHMMs (Ek) of size jEkj
Selected set (S) of decision thresholds (li
l ,tj) and Boolean functions, each of size 2 to jEkj detector
1
 select selection_algoAfBCgreedy,BCsearchg; //choose the model selection algorithm
2
 set counti’0,8li
lAP; //counter for unselected HMMs over time
3
 set LT; //lifetime expectancy of models in the pool

4
 foreach Dk do

5

6

7

8

9

10

11

12

13

14
train new pool of HMMs,Pk ¼ fl
k
1, . . . ,lk

Lg; // use different no: states and initializations

P’P [ Pk; // add the new pool to previously learned pools

switch selection_algo do
case BCgreedy

bEk ¼ BCgreedyðP,VÞ; // use greedy selection ðAlgorithm 3Þ

caseBCsearch

bEk ¼ BCsearchðP,VÞ; // use incremental search ðAlgorithm 4Þ

// both algorithms call the incrBC algorithmðAlgorithm 2Þ for selecting and storing

the set of best decision thresholds and Boolean functions,S ¼ fðli
l,tjÞ,bf g, li

lAEk

countðli
lÞ’countðli

lÞþ1, 8li
l AP\Ek; // increment counter for unselected HMMs

6666666666666664

ifk4LT then

bprune li
l : countðli

lÞ4LT; // discard HMMs that are not selected for LT blocks from P

66666666666666666666666666664
15
 return Ek and S
A set of validation data (V) composed of normal and anomalous sub-sequences is required during the design phase for selection of
HMMs, decision thresholds, and Boolean functions. It is managed and input by the system administrator as discussed in Section 2.2.
When manifestations of novel attacks are discovered, relevant anomalous sub-sequences are then stored to update the validation set.
The HMMs, decision thresholds, and Boolean combinations must then be re-selected to accommodate the new information. Furthermore,
the system administrator ensures that the blocks of training data provided for updating the pool of HMMs are clean from intrusions. He
is also responsible for selecting and tuning the model management algorithms to trade-off the size of the pool and EoHMMs against
overall system accuracy.

The proposed approach inherits all desirable properties of Boolean combination in the ROC space as detailed in the following sections. It
covers the whole performance range of false and true positive rates, which allows for a flexible selection of the desired operating performance.
As conditions change, such as prior probabilities and costs of errors, the overall convex hull of combinations does not change; only the portion
of interest. This change shifts the optimal operating point to another vertex on the composite convex hull. The corresponding HMMs are then
activated, and their responses are combined according to different decision thresholds and Boolean functions.

3.1. Incremental boolean combination in the ROC space

The incremental Boolean combination (incrBC) technique summarized in this section has been proposed by the authors [25,50] to
combine the responses from models trained with different number of states and initialization on a fixed-size data set. In the learn-and-
combine approach for incremental learning, it is adapted to combine the responses of HMMs trained with different number of states and
initialization, however using new data blocks that are acquired over time.

A crisp detector outputs a class label while a soft detector assigns scores or probabilities to the input samples, which can be converted
to a crisp detector by setting a decision threshold on the scores. Given the responses of a crisp detector on a validation set, the true
positive rate (tpr) is the proportion of positives correctly classified over the total number of positive samples. The false positive rate (fpr)
is the proportion of negatives incorrectly classified over the total number of negative samples. A ROC curve is a plot of tpr against fpr.
A crisp detector produces a single data point in the ROC plane, while a soft detector produces a ROC curve by varying the decision
thresholds. For equal priors and cost of errors, the optimal decision threshold (minimizing overall costs) corresponds to the vertex that is
closest to the upper-left corner of the ROC plane. Given two operating points, say a and b, in the ROC space, a is defined as superior to b if
fprar fprb and tpraZtprb. If one ROC curve has all its points superior to those of another curve, it dominates the latter. If a ROC curve has
tprx4 fprx for all its points x then, it is a proper ROC curve.
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In practice, the number of decision thresholds is the number of distinct score values assigned by a soft detector to the validation
samples. This number also corresponds to the number of resulting crisp detectors and to the number of vertices on the empirical ROC
plot. In fact, an empirical ROC plot is obtained by connecting the observed (tpr,fpr) pairs of a soft detector at each decision threshold.
With a finite number of decision thresholds, an empirical ROC plot is a step-like function which approaches a true curve as the number of
samples, and hence the number of decision thresholds, approaches infinity. Therefore, it is not necessarily convex and proper.
Concavities indicate local performance that is worse than random behavior and may provide diverse information.

The convex hull of an empirical ROC plot (ROCCH) is the smallest convex set containing its vertices, i.e., the piece-wise outer envelope
connecting only its superior points. It may be used to combining detectors based on a simple interpolation between their responses
[24,51]. This approach has been called the maximum realizable ROC (MRROC) [51] since it represents a system that is equal to, or better
than, all the existing systems for all Neyman–Pearson criteria [52]. However, the MRROC discards responses from inferior detectors
which may provide diverse information for an improved performance. Using Boolean conjunction and disjunction functions to combine
the responses of multiple soft detectors in the ROC space have shown and improved performance over the MRROC [49,53]. However,
these techniques assume that the detectors are conditionally independent, and their of ROC curves are convex. These assumptions are
violated in most real-world applications, especially when detectors are designed using limited and imbalanced training data.
Furthermore, the correlation between soft detector decisions also depends on the threshold selections.

The incrBC technique applies all Boolean functions to combine the responses of multiple crisp or soft detectors, requires no prior
assumptions, and selects the thresholds and Boolean functions that improve the MRROC [25]. By applying all Boolean functions to
combine the responses of detectors at each corresponding decision threshold, the incrBC technique implicitly accounts for the effects of
correlation among detectors and accommodates for the concavities in the ROC curves. Indeed, AND and OR rules will not provide
improvements for the inferior points that correspond to concavities. Other Boolean functions, for instance those that exploit negations of
responses, may however emerge (see Fig. 4).
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Fig. 4. An illustration of the steps involved during the design phase of the incrBC algorithm employed for incremental combination from a pool of four HMMs

P1 ¼ fl
1
1 , . . . ,l1

4g. Each HMM is trained with different number of states and initializations on a block (D1) of normal data synthetically generated with S¼ 8 and CRE¼0.3

using the BW algorithm (see Section 4 for details on data generation and HMM training). At each step, the example illustrates the update of the composite ROCCH (CH) and

the selection of the corresponding set (S) of decision thresholds and Boolean functions for overall improved system performance.
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Algorithm 2. incrBCðl1,l2, . . . ,lK ,VÞ: Incremental Boolean Combination of HMMs in ROC space.
input: K HMMs (l1,l2, . . . ,lK ) and a validation set V of size jVj

output: ROCCH of combined HMMs where each vertex is the result of 2 to K combination of crisp detectors.
Each combination selects the best decision thresholds from different HMMs (li,tj) and the best
Boolean function, which are stored in the set (S)

1
 nk’ no. decision thresholds of lk using V; // no. vertices on ROC(lk) or no. crisp detectors

2
 BooleanFunctions’fa4b,:a4b,a4:b,:ða4bÞ,a3b,:a3b,a3 :b,:ða3bÞ,a� b,a� bg
//combine responses from the first two HMMs
3
 compute ROCCH1 of thefirst two HMMs (l1 and l2)

4
 allocate F an array of size: ½2,n1 � n2�; // temporary storage of combination results
5
 foreach bf ABooleanFunctions do6

6

7

8

9

10

11

12

13

14

15
for i’1 to n1 do
R1’ðl1,tiÞ; // responses of l1 at decision threshold ti using V
for j’1to n2 do

R2’ðl2,tjÞ; // responses of l2 at decision threshold tjusing V
Rc’bf ðR1,R2Þ; // combine responses using current Boolean function

computeðtpr,fprÞ of Rc usingV; // map combined responses to ROC space ð1 pointÞ

push ðtpr,fprÞonto F

66666664

66666666666664

compute ROCCH2 of all ROC points in F

nev’number of emerging vertices; // no: vertices of ROCCH2 superior to ROCCH1

S2’fðl1,tiÞ,ðl2,tjÞ,bf g // set of selected decision thresholds from each HMM

and Boolean functions for emerging vertices

66666666666666666666666664
// combine responses of each successive HMM with the previously-combined responses
16
 for k’3 to K do6

17

18

19

20

21

22

23

24

25

26

27

28
allocate F of size : ½2,nk � nev�

foreach bf ABooleanFunctions do

for i’1 to nev do
Ri’Sk�1ðiÞ; // responses from previous combinations

for j’1 to nk do

Rk’ðlk,tjÞ

Rc’bf ðRi,RkÞ

compute ðtpr,fprÞof Rc using V
push ðtpr,fprÞonto F

6666666664

6666666666666664

6666666666666666664

compute ROCCHk of all ROC points in F

nev’number of emerging vertices; // no: vertices of ROCCHk superior to ROCCHk�1

Sk’fSk�1ðiÞ,ðlk,tjÞ,bf g // set of selected subset from previous combinations, decision

thresholds from the newly selected HMM, and Boolean functions for emerging vertices

6666666666666666666666666666666664
29
 store Sk,2rkrK
30
 return ROCCHK
The main steps of incrBC are presented in Algorithm 2. Given a pool of K HMMs P ¼ fl1,l2, . . . ,lKg having nk, (k¼1,y,K), distinct
decision thresholds on a validation set (V), the incrBC algorithm starts by combining the responses of the first two HMMs in the pool.
Each of the ten Boolean functions is applied to combine the responses of each decision threshold from the first HMM ðl1,tiÞ, i¼ 1, . . . ,n1,
with the responses of each decision threshold from the second HMM ðl2,tjÞ, j¼ 1, . . . ,n2. The fused responses are then mapped to points
(fpr,tpr) in the ROC space and their ROCCH is computed. Then, incrBC selects the emerging vertices which are superior to the ROCCH of
original HMMs, stores the set (S) of selected decision thresholds from each HMM and Boolean functions, and updates the ROCCH to
include the new emerging vertices. The responses of previously emerging vertices, resulting from the first two HMMs, are then combined
with the responses of the third HMM and so on, until the last HMM. The incrBC algorithm outputs the final composite ROCCH for
visualization and selection of operating points (see Fig. 4). It also stores the selected set of decision thresholds and Boolean functions
(S ¼ fðli,tjÞ,bf g,2r irK;1r jrni), for each vertex on the composite ROCCH to be applied during operations.

During the operation phases applied to incremental learning, the system uses one vertex or the interpolation between a pair of
vertices on the facets of the final composite ROCCH, depending on the desired false alarm rate. Given a tolerable fpr value, the
corresponding vertex or pair of vertices (which form an edge intersecting the vertical line at the specified fpr value) are first located on
the ROCCH. The decision thresholds and Boolean functions, which have been derived and stored during the design phase, are then
extracted and applied during the operational phase (see Fig. 5). When the operational conditions change, the optimal operating point can
be shifted during operations to adapt for the changes by activating a different set of decision thresholds and Boolean functions. If, for
instance, c32 (in Fig. 5) has become the optimal operating point because of a different cost of errors or a different tolerance in fpr, then cop

can be shifted during operation to c32 ¼ ððð:ðl
1
1,t1Þ4ðl

1
2,t5ÞÞ3ðl

1
3,t1ÞÞ3ðl

1
4,t2ÞÞ. The activated decision thresholds and Boolean functions are

then updated accordingly.
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Fig. 5. An illustration of the incrBC algorithm during the operational phase. The example presents the set of decision thresholds and Boolean functions that are activated

given, for instance, a maximum specified fpr of 10% for the system designed in Fig. 4. The operational point (cop) that corresponds to fpr¼10% is located between the

vertices c33 and c24 of the composite ROCCH, which can be achieved by interpolation of responses [24,51]. The desired cop is therefore realized by randomly taking the

responses from c33 with probability value of 0.85 and from c24 with probability value of 0.15. The decision thresholds and Boolean functions of c33 and c24 are then

retrieved from S and applied for operations.

W. Khreich et al. / Pattern Recognition 45 (2012) 208–230 217
During the design phase, the worst-case time and memory complexity for incrBC of a pool of K HMMs are OðKn1n2Þ Boolean
operations and Oðn1n2Þ floating point registers, where nk is the number of distinct decision thresholds of lk on a validation set V. They
can be roughly stated as functions of n1 and n2, because the number of emerging vertices (nev) from each successive combination of the
remaining HMMs is typically lower than n1 and n2. During operations, the computational overhead of the activated set of Boolean
functions is lower than that of operating the required number of HMMs. Therefore, the worst-case time and memory complexity is
limited to operating the K HMMs.

By selecting crisp detectors from all available HMMs in the pool, the incrBC algorithm yields to unnecessarily high computational and
storage cost when the pool size grows as new blocks of data become available. In addition, HMMs are combined according to the order in
which they are stored in the pool. The incrBC algorithm is sensitive to the order in which the HMMs are selected and presented for
combination. In fact, an HMM trained on new data block may capture different underlying data structure and could replace several
previously selected HMMs. Model management strategies are therefore required to manage system resources, and overcome these
limitations.

3.2. Model management

When batch learning is performed on a fixed-size data set, a fixed number of classifiers is typically generated. In this case, model
management consists in selecting the most accurate and diverse base classifiers from the pool and, if necessary, pruning less relevant
classifiers from the pool to reduce computational costs. The selected classifiers form an ensemble to be applied during system operations.
Therefore, ensemble selection and pruning are commonly used interchangeably in related literature [21]. When learning is performed
incrementally, the pool size grows as new blocks of data become available over time. Different ensemble selection and pruning
mechanisms are therefore required. Ensemble selection is performed at each learning stage, when a new pool of classifiers is generated
from a new block of data, and selected classifiers are deployed for operations. It involves applying some optimization criteria for
selection the of the best ensemble of classifiers from all base classifiers in the pool. Pruning involves discarding less relevant members of
the pool from future combination according to different criteria. Discarding all unselected classifiers from the pool at each learning stage
decreases the system performance as described in Section 3.2.2.

3.2.1. Model selection

Ensemble selection techniques are employed to choose a compact ensemble from a large pool of classifiers to increase accuracy and
reduce the computational and storage costs of systems deployed during operation. A brute-force search for the optimal ensemble of
classifiers results in a combinatorial complexity explosion: the search space comprises 2K possible ensembles for a pool of K classifiers.
Therefore, ensemble selection attempts to select the best ensemble of classifiers from the pool based on different optimization criteria
and selection strategies [21,54]. Typical optimization criteria are ensemble accuracy [54], cross-entropy [55], and ROC-based measures
[56]. Although there is no universal consensus about the definition and efficiency of diversity measures [15], certain approaches have
shown promising results [56–59]. The selection strategies include ranking-based techniques in which the pool members are ordered
according to an evaluation measure on a validation set, and the top classifiers are then selected to form an ensemble [60]. Search-based
ensemble selection is an alternative approach which consists in combining the outputs of classifiers and then selecting the best
performing ensemble evaluated on an independent validation set. A heuristic search in the space of all possible ensembles is typically
performed, while evaluating the collective merit of selected members [40,55,57,58]. Typically, the selection procedure stops when a
user-defined maximum number of classifiers is reached [55] or when remaining classifiers provide no further improvement to the
ensemble [40,54].

Many ensemble selection approaches have been considered for cost-insensitive applications with sufficient amount of training data.
Few approaches consider cost-sensitive and limited training data [56,61], which are prevalent in anomaly detection applications.
Although the performance measures employed in these cost-sensitive approaches consider the cost of errors and class imbalance, they
are either computed at a specific decision threshold or averaged over all decision thresholds. Any change in the operating conditions,
such as prior probabilities, cost of errors, and tolerable fpr values, requires reconsidering the combination and selection process.
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The proposed ensemble selection algorithms (BCgreedy and BCsearch), described below, employ both rank- and search-based selection
strategies to optimize the area under the ROCCH (AUCH). Before applying their selection strategies, they rank all available pool members
in decreasing order of AUCH performance on a validation set. In contrast with existing techniques, the proposed selection algorithms
exploit the monotonicity of the incrBC algorithm for an early stopping criterion. As show in lines 15 and 28 of Algorithm 2, incrBC is
bound below by the previous ROCCH, and hence guarantees a monotonic improvement in AUCH performance. Furthermore, both
algorithms allow for adaptation to changes in prior probabilities and costs of errors by simply shifting the desired operational point,
which activates different HMMs, decision thresholds and Boolean functions.

Algorithm 3. BCgreedyðP,VÞ: Boolean combination with a greedy selection.
input: Pool of HMMs P ¼ fl1,l2, . . . ,lKg and a validation set V

output: EoHMMs (E) from the pool P
1
 set tol; // tolerated improvement in AUCH values
2
 j’1

3
 foreach lkAP do

4
 b compute ROC curves and their ROCCHk, using V

5
 sort HMMs (l1, . . . ,lK ) in descending order of their AUCHðROCCHkÞ values

6
 lj ¼ argmaxkfAUCHðROCCHkÞ : lkAPg

7
 E’lj; //select HMM with the largest AUCH value
8
 Sj’lj;
9
 for k’2 to K do

10

11

12

13

14

15

16

17

18
ROCCHk ¼ incrBCððSj,lkÞ,VÞ
if AUCðROCCHkÞZAUCðROCCHjÞþtolÞ then

j’jþ1

E’E [ lk; // select the kth HMM

ROCCHj’ROCCHk; // update the convex hull

if k¼ 2 then
Sj’fðlj,tiÞ,ðlk,ti0 Þ,bf g

// set of selected decision thresholds from each HMM and Boolean functions; derived

from incrBC for emerging vertices

�������
else
Sj’fSj�1ðiÞ,ðlk,ti0 Þ,bf g

// set of selected subset from previous combinations, decision thresholds from the

newlyselected HMM, and Boolean functions; derived from incrBC for emerging vertices

66664
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66666666666666666666666666666664
19
 store Sj, 2r jrK
20
 return E
As described in Algorithm 3, the BCgreedy algorithm employs a greedy search within the pool of HMMs. First, the HMMs in the pool are
ranked in decreasing order of their AUCH performance on a validation set and the best HMM is selected. Then, the algorithm starts a
cumulative combination of successive HMMs one at the time, selecting only those that improve the AUCH performance, of a cumulative
EoHMMs, over a user-defined tolerance value. The algorithms stops when the last HMM in the pool is reached. The worst-case time
complexity of this algorithm is OðK log KÞ for sorting, followed by OðKÞ for scanning down the ensemble, resulting in OðK log KÞ time
complexity w.r.t. the number of Boolean operations of incrBC (see Section 3.1).

As described in Algorithm 4, the BCsearch algorithm employs an incremental selective search strategy. It also ranks all HMMs in
decreasing order of their AUCH performance on a validation set and selects the HMM with the largest AUCH value. Then, it combines the
selected HMM with each of the remaining HMMs in the pool. The HMM that most improves the AUCH performance of the EoHMMs,
is then selected. The cumulative EoHMMs are then combined with each of the remaining HMMs in the pool, and the HMM that provides
the largest AUCH improvement to the EoHMMs is selected, and so on. The algorithm stops when the AUCH improvement of the
remaining HMMs is lower than a user-defined tolerance value, or when all HMMs in the original ensemble are selected. The worst-case
time complexity of this selection algorithm is OðK2Þ w.r.t. the number of Boolean operations of incrBC (see Section 3.1). However, this
is only attained for a zero tolerance value for which the algorithm selects all models with the optimum order for combination. In
practice, however, depending on the value of the tolerance, the selected number of models koK and also the computational time, can be
traded-off as desired.

Algorithm 4. BCsearchðP,VÞ: Boolean combination with an incremental selective search.
input: Pool of HMMs P ¼ fl1,l2, . . . ,lKg and a validation set V

output: EoHMMs (E) from the pool P
1
 set tol; // tolerated improvement in AUCH values
2
 foreach lkAP do

3
 b compute ROC curves and their ROCCHk, using V

4
 sort HMMs (l1, . . . ,lK ) in descending order of their AUCHðROCCHkÞ values

5
 l1 ¼ argmaxkfAUCHðROCCHkÞ : lkAPg

6
 E’l1; //select HMM with the largest AUCH value
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foreach lkAP\E do //remaining HMMs in P

8
 bROCCHk ¼ incrBC (ðl1,lkÞ,V)

9
 l2 ¼ argmaxkfAUCHðROCCHkÞ : lkAP\Eg

10
 E’E [ l2; //select HMM that provides the largest AUCH improvement to E
11
 ROCCH1’ROCCH2; // update the convex hull
12
 S2’fðl1,tiÞ,ðl2,ti0 Þ,bf g; // Set of selected decision thresholds from each HMM and Boolean
functions; derived from incrBC for emerging vertices
13
 j’3

14
 repeat�

15

16

17

18

19

20

21
foreach lkAP\E do

bROCCHk ¼ incrBCððSj�1,lkÞ,VÞ
lj ¼ argmaxkfAUCHðROCCHkÞ : lkAP\Eg
E’E [ lj

ROCCHj�1’ROCCHj

Sj’fSj�1ðiÞ,ðlj,ti0 Þ,bf g // Set of selected subset from previous combinations, decision

thresholds from the newlyselected HMM, and Boolean functions; derived from incrBC for emerging vertices

j’jþ1

�������������������

22
 AUCHðROCCHjÞrAUCHðROCCHj�1Þþtol; // no further improvement
23
 store Sj,2r jrK
24
 return E
For both ensemble selection algorithms the AUCH improvement is the only user-defined parameters. If desired, it is also possible to
impose a maximum number of HMMs as a stopping criterion. The performance measure employed to guide the search is not restricted to
AUCH. Other measures such as the partial AUCH or the true positive rate at a required false positive rate, can be also employed for a
region-specific performance. Although these performance measures summarize the ROC space with a single value to guide the search for
potential ensemble members, the final composite ROCCH is always stored for visualization of the whole range of performance and
adaptation of the operating point to environmental changes.

Fig. 6 presents an example illustrating the level of performance achieved by incrBC, BCgreedy, and BCsearch algorithms. In Fig. 6, all
algorithms achieve a comparable ROCCH and AUC performance. However, as shown in the legends, the size of the EoHMMs obtained by
BCsearch is four HMMs compared to seven HMMs selected by BCgreedy from the pool of eight HMMs, which are all combined by incrBC. For
comparison, the selected set of decision thresholds and Boolean functions for the vertices denoted by C1 and C2 on the ROCCHs of Fig. 6
are shown below for each algorithms:

incrBC
C1 ¼ ððððððððl

1
1,t1Þ3ðl

1
2,t1ÞÞ4:ðl

1
3,t1ÞÞ3ðl

1
4,t1ÞÞ3ðl

2
1,t2ÞÞ3ðl

2
2,t2ÞÞ4ðl

2
3,t2ÞÞ4ðl

2
4,t2ÞÞ

C2 ¼ ððððððððl
1
1,t1Þ3ðl

1
2,t1ÞÞ4:ðl

1
3,t1ÞÞ3ðl

1
4,t1ÞÞ3ðl

2
1,t2ÞÞ3ðl

2
2,t2ÞÞ4ðl

2
3,t2ÞÞ4ðl

2
4,t2ÞÞ

8<
:

BCgreedy

C1 ¼ ðððððð:ðl
2
3,t1Þ4ðl

2
4,t1ÞÞ3ðl

1
3,t1ÞÞ3:ðl

2
2,t1ÞÞ4ðl

1
2,t1ÞÞ4:ðl

2
1,t1ÞÞ3ðl

1
1,t1ÞÞ

C2 ¼ ðððððð:ðl
2
3,t1Þ4ðl

2
4,t1ÞÞ3ðl

1
3,t1ÞÞ3:ðl

2
2,t1ÞÞ4ðl

1
2,t1ÞÞ3ðl

2
1,t2ÞÞ3ðl

1
1,t2ÞÞ

8<
:

BCsearch

C1 ¼ ððð:ðl
2
3,t1Þ4ðl

2
2,t1ÞÞ3ðl

1
3,t1ÞÞ3ðl

2
1,t1ÞÞ

C2 ¼ ððð:ðl
2
3,t1Þ4ðl

2
2,t1ÞÞ3ðl

1
3,t2ÞÞ3ðl

2
1,t2ÞÞ

8<
:

(�2
3, t1)

0.5

0

0.5

1

(�1
4, t1)

(�2
2, t1)

(�2
4, t1)

(�1
1, t1)

(�2
1, t1)

(�1
3, t1)

tp
r

tpr

�1
2, auc = 0 .715

�1
1, auc = 0 .660

�1
3, auc = 0 .735

�1
4, auc = 0 .707

�2
1, auc = 0 .684

�2
2, auc = 0 .719

�2
4, auc = 0 .748

�2
3, auc = 0 .749

auc = 0.897
auc = 0.953

(�1
2, t1)

incr BC (P) incr BC (P1)

(�2
1, t2)

(�2
2, t2) (�2

3, t2)
(�2

4, t2)

C2

C1

CH1, 
CH,

0.5

0

0.5

1

tp
r

tpr

�2
3, auc = 0 .749

�2
4, auc = 0 .748

�1
3, auc = 0 .735

�2
2, auc = 0 .719

�1
2, auc = 0 .715

�2
1, auc = 0 .684

�1
1, auc = 0 .660

auc = 0.950

(�2
3, t1)

(�1
1, t1)

(�2
1, t1)

(�1
3, t1)

(�2
4, t1)

(�1
2, t1) (�

2
2, t1)C1

C2

(�2
1, t2)

(�1
1, t2)

CH,

BCgreedy (P)

0.5

0

0.5

1

tp
r

tpr

(�2
1, t1)

(�2
3, t1)

(�1
3, t1)

(�1
3, t2)

(�2
1, t2)

(�2
2, t1)

C1

C2

�2
3, auc = 0.749

�2
2, auc = 0.719

�1
3, auc = 0.735

�2
1, auc = 0.684

auc = 0.950CH,

BCsearch (P)

1 1 1

comparison of the composite ROCCH (CH) and AUC performance achieved with the HMMs selected according to the BCgreedy and BCsearch algorithms (shown in the

. Suppose that a new pool of four HMMs P2 ¼ fl
2
1 , . . . ,l2

4g is generated from a new block of training data (D2), and appended to the previously generated pool,

, . . . ,l1
4g, in the example presented in Section 3.1 (Fig. 4). The incrBC algorithm combines all available HMMs in the pool according to their order of generation and

P ¼ fl1
1 , . . . ,l1

4 ,l2
1 , . . . ,l2

4g, while BCgreedy and BCsearch start by ranking the members of P according to AUC values and then apply their ensemble selection strategies.

C, (b) BCgreedy and (c) BCsearch.
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This example demonstrates the efficiency of the proposed ensemble selection techniques in forming compact EoHMMs by exploiting the
new information provided from newly acquired data while maintaining a high level of performance. More extensive simulations and
detailed discussions are presented in Section 5.

3.2.2. Model pruning

Pruning less relevant models is essential to restrict the pool size with incremental learning from growing indefinitely as new blocks of
data become available. As described in the previous subsection, BCgreedy and BCsearch algorithms are designed to form the most compact
EoHMMs from a pool P of HMMs. According to the learn-and-combine approach new pools of HMMs are accumulated from successive
blocks of data. When the number of data blocks increases over time, an increasingly large storage space is required for storing these
HMMs. In addition, the time complexity of BCgreedy and BCsearch algorithms also increases over time. Discarding unselected classifiers
immediately from the pool yields to knowledge corruption and hence to a decline system performance. Although these classifiers did not
provide any improvement to the cumulative EoHMMs, they may provide diverse information to the newly generated pool of HMMs,
which have different view of the data, to increase system performance. One solution to this issue is to discard repeatedly unselected
HMMs over time. A counter is therefore assigned to each HMM in the pool indicating the number of blocks for which an HMM was not
selected as an ensemble member (see Algorithm 1). An HMM is then pruned from the pool, according to a user-defined life time (LT)
expectancy value of unselected models. For instance, with an LT¼3 all HMMs that have not been selected after receiving three blocks of
data, as indicated by their counters, are discarded from the pool.
4. Experimental methodology

4.1. Data sets

The experiments are conducted on both synthetically generated data and sendmail data from the University of New Mexico (UNM)
data sets.3 The UNM data sets are commonly used for benchmarking anomaly detections based on system calls sequences [1]. In related
work, intrusive sequences are usually labeled by comparing normal sequences, using the Sequence Time-Delay Embedding (STIDE)
matching technique. This labeling process considers STIDE responses as the ground truth, and leads to a biased evaluation and
comparison of techniques, which depends on both training data size and detector window size. To confirm the results on system calls
data from real processes, the same labeling strategy is used in this work. However fewer sequences are used to train the HMMs to
alleviate the bias. Therefore, STIDE is first trained on all the available normal data, and then used to label the corresponding sub-
sequences from the ten sequences available for testing. The resulting labeled sub-sequences are concatenated, then divided into blocks of
equal sizes, one for validation and the other for testing. During the experiments, smaller blocks of normal data (100–1000 sub-
sequences) are used for training the HMMs as normal system call observations are very redundant. In spite of labeling issues, redundant
training data, and unrepresentative test data, UNM sendmail data set is the mostly used in literature due to limited publicly available
system call data sets.

The need to overcome issues encountered when using real-world data for anomaly based HIDS (incomplete data for training and
labeling) has lead to the implementation of a synthetic data generation platform for proof-of-concept simulations. It is intended to
provide normal data for training and labeled data (normal and anomalous) for testing. This is done by simulating different processes with
various complexities then injecting anomalies in known locations. The data generator is based on the Conditional Relative Entropy (CRE)
of a source; it is closely related to the work of Tan and Maxion [28]. The CRE is defined as the conditional entropy divided by the
maximum entropy (MaxEnt) of that source, which gives an irregularity index to the generated data. For two random variables x and y the
CRE is given by CRE¼�

P
xpðxÞ

P
ypðyjxÞ log pðyjxÞ=MaxEnt, where for an alphabet of size S symbols, MaxEnt¼�Slogð1=SÞ is the entropy

of a theoretical source in which all symbols are equiprobale. It normalizes the conditional entropy values between CRE¼0 (perfect
regularity) and CRE¼1 (complete irregularity or random). In a sequence of system calls, the conditional probability, pðyjxÞ, represents the
probability of the next system call given the current one. It can be represented as the columns and rows (respectively) of a Markov Model
with the transition matrix M¼ faijg, where aij ¼ pðStþ1 ¼ jjSt ¼ iÞ is the transition probability from state i at time t to state j at time tþ1.
Accordingly, for a specific alphabet size S and CRE value, a Markov chain is first constructed, then used as a generative model for normal
data. This Markov chain is also used for labeling injected anomalies as described below. Let an anomalous event be defined as a
surprising event which does not belong to the process normal pattern. This type of event may be a foreign-symbol anomaly sequence that
contains symbols not included in the process normal alphabet, a foreign n-gram anomaly sequence that contains n-grams not present in
the process normal data, or a rare n-gram anomaly sequence that contains n-grams that are infrequent in the process normal data and
occurs in burst during the test.4

Generating training data consists of constructing Markov transition matrices for an alphabet of size S symbols with the desired
irregularity index (CRE) for the normal sequences. The normal data sequence with the desired length is then produced with the Markov
chain, and segmented using a sliding window (shift one) of a fixed size, DW. To produce the anomalous data, a random sequence
(CRE¼1) is generated, using the same alphabet size S, and segmented into sub-sequences of a desired length using a sliding window
with a fixed-size of AS. Then, the original generative Markov chain is used to compute the likelihood of each sub-sequence. If the
likelihood is lower than a threshold it is labeled as anomaly. The threshold is set to ðminðaijÞÞ

AS�1,8i,j, the minimal value in the Markov
transition matrix to the power ðAS�1Þ, which is the number of symbol transitions in the sequence of size AS. This ensures that the
anomalous sequences of size AS are not associated with the process normal behavior, and hence foreign n-gram anomalies are collected.
The trivial case of foreign-symbol anomaly is disregarded since it is easy to be detected. Rare n-gram anomalies are not considered since
we seek to investigate the performance at the detection level, and such kind of anomalies are accounted for at a higher level by
3 http://www.cs.unm.edu/� immsec/systemcalls.htm.
4 This is in contrast with other work which consider rare event as anomalies. Rare events are normal, however they may be suspicious if they occur in high frequency

over a short period of time.

http://www.cs.unm.edu/~immsec/systemcalls.htm
http://www.cs.unm.edu/~immsec/systemcalls.htm
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computing the frequency of rare events over a local region. Finally, to create the testing data another normal sequence is generated,
segmented and labeled as normal. The collected anomalies of the same length are then injected into this sequence at random according
to a mixing ratio.
4.2. Experimental protocol

The experiments conducted in this paper using the data generator simulate a simple process, with S¼ 8 and CRE¼0.3 and a more complex
process, with S¼ 50 and CRE¼0.4. The sizes of injected anomalies are assumed equal to the detector window sizes AS¼DW¼4. For both
scenarios, the presented results are for validation and test sets that comprise 75% of normal and 25% of anomalous data. Although not show in
this paper, various experiments have been conducted using different values of AS and DW, and different ratios of normal to anomalous data.
These experiments produced similar results and hence the discussion presented in the next section hold.

Fig. 7 illustrates the steps involved for estimating HMM parameters. Given the first block of training data D1, different discrete-time
ergodic HMMs are trained with various number of hidden states N¼ ½Nmin, . . . ,Nmax� using the 10-fold cross validation (10-FCV). The
training block D1, which only comprises normal sub-sequences, is randomly partitioned into K¼10 sub-blocks of equal size. For each fold
k, each of the learning techniques described below is used to estimate HMM parameters using K–1 sub-blocks. The Forward algorithm is
then used to evaluate the log-likelihood on the remaining sub-block, which is used as a stopping criterion to reduce the overfitting
effects. The training process is repeated ten times using a different random initialization to avoid local maxima, which provides 100 ROC
curves for each N value. Finally, the model that gives the highest area under its convex hull on a validation set (V) comprising normal and
anomalous sub-sequences is selected, which results an HMM for each N value.

Fig. 8 presents HMM parameter estimation according to each learning technique from successive blocks of data for each N value.
When the second training block D2 becomes available, the batch Baum–Welch (BBW) algorithm discards the previously learned HMMs
and restarts the training procedure with all cumulative data (D1 [ D2), while the Baum–Welch (BW) algorithm restarts the training using
D2 only providing HMMs for incremental combination according to the incrBC algorithm. The on-line BW (OBW) and incremental BW
(IBW) algorithms resume the training from the previously learned HMMs (l1

N) using only the current block (D2). The OBW algorithm re-
estimates HMM parameters based on each sub-sequence without iterations, while the IBW algorithm re-iterates on D2 until the stopping
criteria are met [10].

Assume that each block of training data Dt (acquired at a time interval t) comprises R sub-sequences of observation symbols, each of
length DW. During the design phase, the worst-case time complexity of an HMM trained according to BBW on cumulative blocks of data
(D1 [ D2, . . . [ Dt) is OðI:N2:t:R:DWÞ, where I is the maximum number of iterations allowed. An HMM trained according to the remaining
algorithms (BW, IBW, or OBW) uses only Dt. The worst-case time complexity of an HMM trained according to BW or IBW algorithm is
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OðI:N2:R:DWÞ, and that of OBW is OðN2:R:DWÞ. Therefore, OBW achieves the fastest training since it does not iterate over the sub-
sequences in the training block Dt, followed by IBW and BW.

When the first block is provided for training, OBW and IBW require training K HMMs in order to select the ‘‘best’’ number of state.
When provided with a new block of data, those algorithms update the parameters of the (single) previously trained HMM with a fixed
number of state N. On the other hand for each new block Dt, K HMMs with different number of states and initializations are trained
according to BBW (to select the best model for operations), and also according to BW (to combine their response according the learn-and-
merge approach). When t becomes large over time, BBW training time becomes prohibitively costly (using D1 [ D2, . . . [ Dt), while the
computational time of BW training remains constant (using Dt only). The additional time complexity required for incremental Boolean
combination of HMMs depends on the number of accumulated HMMs in the pool (jPtj ¼ t:K) and the size of the validation set V, as
described in Section 3.1.

However, operating an EoHMMs with an increasing size (jEtj ¼ jPtj) will significantly decrease the system efficiency over time, due to
the time required for these HMMs to evaluate the likelihood values of the test sub-sequence. The proposed selection algorithms (BCsearch

and BCgreedy) provide efficient solutions (see Section 3.2) that significantly decrease the number of selected HMMs, providing a small (or
fixed) size EoHMMs for operations (jEtj5 jPtj), without negatively affecting system accuracy. Furthermore, the pruning strategy
eliminates less accurate HMMs from the pool (jPtj5 jPt�1j), reducing thereby the storage requirements for HMM parameters.

The area under the ROC curve (AUC) has been largely suggested as a robust scalar summary of classifiers performance [24,62]. The
AUC assesses ranking in terms of class separation—it evaluates how well a classifier is able to sort its predictions according to the
confidence they are assigned. For instance, with an AUC¼1 all positives are ranked higher than negatives indicating a perfect
discrimination between classes. A random classifier has an AUC¼0.5 that is both classes are ranked at random. If the AUC or the partial
AUC [63] are not significantly different, the shape of the curves might need to be looked at. It may also be useful to observe the tpr for a
fixed fpr of particular interest. Since the MRROC can be applied to any ROC curve, the performance in all experiments are measured with
reference to the ROCCH, including the area under the convex hull (AUCH) and the tpr at fpr¼0.1. When working with the synthetic data,
the whole procedure is replicated ten times with different training, validation and testing sets, and the median results are presented
along with the lower and upper quartiles to provide statistical confidence intervals.
5. Simulation results

The first subsection presents the performance of the proposed learn-and-combine approach for incremental learning of new data
without employing a model management strategy. In this case, a pool of HMMs for a new block of training data is combined with all
previously generated HMMs according to the incrBC algorithm. The second subsection shows the impact on performance of the ensemble
selection algorithms and of the pruning strategies for limiting the pool size.

5.1. Evaluation of the learn-and-combine approach

5.1.1. HMMs trained with a fixed number of states on successive blocks of data

The first experiment involves ergodic HMMs trained with N¼6 states on ten blocks of data. The training, validation and testing data
are generated synthetically as described in Section 4.1, with S¼ 8 and CRE¼0.3. Each training block Dk (k¼ 1, . . . ,10) comprises 50
normal sub-sequences, each of size DW¼4. Each validation (V) and test (T ) set comprises 200 sub-sequences, each of size AS¼4. In both
data sets, the ratio of normal to anomalous sub-sequences is 4:1. The training and validation of HMMs follow the methodology described
in Section 4.2. For each block Dk, a pool Pk is obtained by applying the BW algorithm to Dk using 10-FCV and ten different random
initializations, and selecting the HMM (lk

N ¼ 6) that gives the highest AUCH on V (see Fig. 7). Pk is then appended to a pool P (P’P [ Pk).
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After receiving the last block of data, the pool P ¼ fl1
N ¼ 6, . . . ,l10

N ¼ 6g of size jPj ¼ 10 HMMs is provided for incremental combination
according to the incrBC algorithm. The reference BBW follows the same training procedure but with cumulative blocks of data, and both
OBW and IBW algorithms resume the training from the previously learned HMMs using only the current block of data (see Fig. 8). Fig. 9
compares the median AUCH performance (Fig. 9(a)) and the median tpr values at fpr¼0.1 (Fig. 9(b)) as well as their lower and upper
quartiles over ten replications for each learning technique. The performance obtained with BBW, OBW and IBW algorithms are compared
to that of the incrBC algorithm combining the responses of the HMMs in P, incrementally, over the ten blocks of data. The performance
achieved by combining the outputs of the HMMs in P, over the ten blocks of data, with the static median (MED) and majority vote
(VOTE) fusion functions are also provided for reference.

As shown in Fig. 9, the learn-and-combine approach using the incrBC algorithm provides the highest level of performance (with the
lowest variances) among all incremental learning techniques over the whole range of results. Performance is significantly higher than
that of the reference BBW, especially when provided with limited training data, as shown in the performance achieved with the first few
blocks. The level of performance provided by the static MED and VOTE combiners is lower (with higher variances) versus other
techniques, and oscillates around their initial values. Not surprisingly, the OBW algorithm has achieved the worst level of performance as
one pass over a limited data is insufficient to capture its underlying structure. In contrast, the IBW algorithm has provided a higher level
of performance than that of OBW as it iterates over each block and employs a fixed learning rate to integrate the newly acquired
information into HMM parameters [10].
5.1.2. HMMs trained with different number of states on successive blocks of data

In order to investigate the effects of the number of states on the performance of each technique, the previous experiment is conducted
with a number of states ranging from N¼4 to 12. For each N value, a pool PN is obtained by applying the BW algorithm to each block Dk

using 10-FCV and ten different random initializations, and selecting the HMM (lk
N) that gives the highest AUCH on V (see Figs. 7 and 8).

After receiving the last block of data, nine pools are generated, a pool PN ¼ fl
1
N , . . . ,l10

N g for each state value N¼ 4, . . . ,12, each of size
jPNj ¼ 10 HMMs. The responses of HMMs in each pool PN are incrementally combined using the incrBC algorithm over each block. The
number of states that achieved the highest average level of performance on each block of data is selected. The same procedure is also
applied for BBW, OBW and IBW algorithms (see Figs. 7 and 8). In addition, the learn-and-combine approach is employed to incrementally
combine the HMMs trained using the whole range of states over the ten blocks. The nine pools are therefore concatenated into one pool
P ¼ fl1

N ¼ 4, . . . l1
N ¼ 12; . . . ; l

10
N ¼ 4, . . . l10

N ¼ 12g of size jPj ¼ 90 HMMs, and incrementally combined according to the incrBC algorithm over all
the successive blocks (incrBCall N). The HMMs in P are also combined according to the median (MEDall N) and majority vote (VOTEall N)
functions for comparison. Fig. 10 presents the median results of the experiments as well as their lower and upper quartiles over ten
replications for each learning technique. For BBW, OBW, IBW, and incrBC technique, the number of states that achieved the highest
average level of performance on each block of data is indicated with each median value.

As shown in Fig. 10, the best number of states varies from one block to the next and different among all techniques. Therefore,
combination of HMMs each trained with different number of states and random initializations may increase the ensemble diversity and
improve system performance. This is clearly seen in the performance achieved with incrBCall N , which is significantly higher than all other
techniques. The previous observations hold true for the remaining techniques. In fact, to obtain the number of states which provides the
best performance for each learning techniques on each data block, the HMMs are trained and evaluated with each N values according to
different random initializations. Instead of selecting the single ‘‘best’’ HMM from the pool, incrBCall N combines all HMMs with a minimal
overhead. As expected, the level of performance achieved by the learning algorithms increases when provided with more training blocks.
Although incrBC and incrBCall N algorithms are still capable of achieving the highest level of performance, the increased performance over
other techniques is relatively lower, as the combined HMMs become more positively correlated.
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The previous results are also confirmed on the more complex synthetic data in Fig. 11 and on sendmail data in Fig. 12. The training
and validation of the ergodic HMMs with 20 different number of states (N¼ 5,10, . . . ,100) is carried out according to the methodology
described in Section 4. For each of the ten data blocks, 20 HMMs are generated and appended to the pool, which gives a pool of size
jPj ¼ 20,40, . . . ,200 HMMs. For each replication of the synthetic data, the training is conducted on ten successive blocks each comprising
500 sub-sequences of length DW¼4 symbols, the validation set V comprises 2000 sub-sequences and the test set T comprises 5000 sub-
sequences. For sendmail data, the training is conducted on ten successive blocks each comprising 100 sub-sequences of length DW¼4
symbols, each V and T comprise 450 sub-sequences. In both cases, the anomaly size is AS¼4 symbols and the ratio of normal to
anomalous sequences is 4:1. Again, the incremental learn-and-combine approach provides a significantly higher level of performance
than the BBW, OBW, IBW, MED and VOTE techniques.

The level of performance achieved by applying the learn-and-combine approach to HMMs trained on each newly acquired block of
data always provide the highest overall accuracy. In particular, the results have shown that it provides a higher level of performance than
the reference BBW, especially when provided with limited data. This stems from the capabilities of the incrBC algorithm in effectively
exploiting the diverse and complementary information provided from the pool of HMMs trained with different number of states and
different initializations, and from the newly acquired data. In fact, BW training optimizes HMM parameters locally, which results in
converging to different local maxima. Furthermore, HMMs trained with a different number of states allow for capturing different
structures of the underlying data. In addition, the newly acquired blocks of training data provide different views of the true underlying
distribution. According to the bias-variance decomposition [18,64], segmenting the training data introduces bias and decreases the
generalization ability of the individual classifiers. However, this increases the variances among classifiers trained on each data block.
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An increased generalization ability is therefore achieved by combining the outputs of those classifiers and hence improved level of
performance.

The MED and VOTE fusion functions have shown incapable of increasing the level of performance compared to the incrBC technique.
This reflects their inabilities to effectively exploit the information provided from the validation set. The MED function directly combines
HMMs likelihood values for each sub-sequence in the test, while VOTE considers the crisp decisions from HMMs at optimal operating
thresholds or equivalently at equal error rates. In contrast, the incrBC algorithm applies ten Boolean functions to the crisp decisions
provided by each threshold from the first HMM to those provided by the second HMM, and then selects the decision thresholds and
Boolean functions that improve the overall ROCCH of the validation set V. Shifting the decision thresholds for each HMM in the ensemble
before combining their responses has shown to largely increase the diversity of the ensemble. The incrBC algorithm is effectively
designed to take advantage from these threshold-based complementary information and to select those that most improve the level of
performance.

5.2. Evaluation of model management strategies

5.2.1. Model selection

In the previously conducted experiments, using the synthetic (S¼ 50 and CRE¼0.4) and sendmail data sets, the pool P comprised 20
HMMs for each data block (an HMM for each number of states N¼ 5,10, . . . ,100), yielding a pool of size jPj ¼ 200 HMMs after receiving
the ten blocks of data. This is also the size of the EoHMMs (jEj ¼ 20,40, . . . ,200 HMMs), since for each block Dk, all available HMMs in P
were selected and incrementally combined according to the learn-and-combine approach (incrBCall N). Fig. 13 presents the results of the
combined EoHMMs previously considered using the synthetically generated data with S¼ 50 and CRE¼0.4. These results belong to the
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first replication of Fig. 11. AUCH performance of the incrBCall N that combines all available HMMs from the pool is compared to that of the
proposed ensemble selection algorithms, BCgreedy (Algorithm 3) and BCsearch (Algorithm 4). For each block, the size of the EoHMMs
selected according to each technique is shown on the respective curves of the figure. The performance of the BBW, with the selected
(best) state value at each block, is also shown for reference.

Fig. 13(a), presents the results of the BCgreedy and BCsearch algorithms for a tolerated improvement value of 0.01 between the AUCH
values. Both BCgreedy and BCsearch are capable of maintaining a slightly lower level of AUCH performance than that of the incrBCall N

algorithm. However, for each block, the size of the selected EoHMMs (jEj) is largely reduced compared with the original pool size
(jPj ¼ 20,40, . . . ,200 HMMs). The BCgreedy algorithm selects ensembles of sizes jEj ¼ 10 to 14 HMMs, while BCsearch selects ensembles of
sizes from jEj ¼ 3 to 8 HMMs. When the number of blocks increases, the number of the selected HMMs according to both algorithms
remains almost stable. In particular, at the 10th block of data, BCgreedy selects an ensemble of size jEj ¼ 12 HMMs, while BCsearch selects an
ensemble of size jEj ¼ 7 from the generated pool of size jPj ¼ 200 HMMs, and even provides a slight increase in AUCH performance over
that of incrBCall N . This indicates that both BCgreedy and BCsearch are effective in exploiting the complimentary information provided from
the new blocks of data.

As expected, the incremental search strategy employed within the BCsearch algorithm is most effective for reducing the ensemble sizes
while maintaining or improving the overall performance. The selection strategy employed within the BCgreedy algorithm is more
conservative than that of the BCsearch. BCgreedy tends to select and conserve older models due to its linear scanning and selection, while the
incremental search strategy of BCsearch exploits further information by exploring the benefit achieved after combining each new HMM
with the cumulative EoHMMs. In fact, the order in which the models are selected in BCsearch assures the best ensemble performance up to
the tolerance value. Therefore, as illustrated in Fig. 13(b), with lower tolerance values, the level of performance achieved by BCsearch is
higher than that of BCgreedy and incrBCall N algorithms. In this case, the size of the EoHMMs selected according to BCsearch is on average
about half of that selected by BCgreedy, over the ten blocks. However, this comes at the cost of efficiency, where BCsearch may be an order of
magnitude more computationally expensive than BCgreedy (see Section 3.2). These selection results are also confirmed on sendmail data
as shown in Fig. 14. In practice, when efficiency is important, BCgreedy should be considered as it scans the ordered list of detectors once.
Otherwise, BCsearch has shown to be more effective in selecting detectors that contribute the most to an improved performance of the
ensemble.
5.2.2. Model pruning

Previous experiments have shown that BCgreedy and BCsearch algorithms are effective in maintaining a high level of performance by
selecting relatively small sized EoHMMs from the entire pool of previously generated HMMs. In practice, however, the size of the pool
must be restricted from increasing indefinitely with the number of data blocks. The impact on performance of the pruning strategy
proposed in Section 3.2 is now evaluated for BCgreedy and BCsearch algorithms according to various life time (LT) expectancy values. In the
following results, an HMM is pruned if it is not selected for an LT corresponding to 1,3 or 5 data blocks. The reference results of previous
experiments, which have been conducted without pruning HMMs from the pool, are shown with an LT ¼1.

Fig. 15 illustrates the impact on accuracy of pruning the pool of HMMs in Fig. 13(a) (synthetic data with S¼ 50 and CRE¼0.4), while
Fig. 16 illustrates the impact of pruning the pool of HMMs in Fig. 14(a) (sendmail data). The size of the selected EoHMMs (jEj) and of the
pool (jPj) are presented below the figures for each block of data. The performance of the BBW algorithm and that of incrBCall N , combining
all HMMs without any pruning, is also shown for reference. As shown in Fig. 15, the level of performance achieved with BCgreedy and
BCsearch algorithms is decreased for LT¼1 compared to that achieved with LT ¼1. This aggressive pruning strategy eliminates all HMMs
that have not been selected as ensemble members during the previous incremental learning stage, which may lead to knowledge
corruption, and hence degrades the system performance. In fact, the discarded HMMs may have complementary information with
respect to the newly generated HMMs from new block of data. Early elimination of this information limits the search space for future
combinations. The impact on performance of pruning depends on the variability of the data and the block size. As shown in Fig. 16,
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the decline in performance with BCgreedyðLT ¼ 1Þ and BCsearchðLT ¼ 1Þ is relatively small for sendmail data, which incorporates more
redundancy than the synthetically generated data.

The performance achieved with a delayed pruning of HMMs approaches that of retaining all generated HMMs in the pool for larger LT

values. As shown in Figs. 15 and 16, the performance achieved by pruning the HMMs that have not been selected for LT¼3 and 5 blocks
according to BCgreedy and BCsearch algorithms is comparable to that of BCgreedyðLT ¼1Þ and BCsearchðLT ¼1Þ, respectively. For fixed
tolerance and LT values, BCsearch is capable of selecting smaller EoHMMs and further reducing the size of the pool than BCgreedy algorithm.
The results show that BCsearch limits the size of pool to about LTþ1 times the averaged number of generated HMMs from new blocks,
while BCgreedy upper bound on pool size is slightly higher. For instance, with LT¼5 we need a storage that accommodates parameters of
about 100 HMMs. A fixed-size pool may be obtained by adaptively changing the tolerance and LT values upon receiving a new block of
data. In HMM-based ADSs, the system administrator must set these parameters to optimize the system performance, while reducing the
size of the selected EoHMMs and of the pool of HMMs for reduced time and memory requirements.
6. Conclusions

This paper presents a ROC-based system to efficiently adapt EoHMMs over time, from new training data, according to a learn-and-
combine approach. When a new block of data becomes available, a pool of base HMMs is generated and combined to a global pool
comprising previously generated pools. The base HMMs are trained from each new data block with different number of states and
initializations, which allows to capture different underlying structures of the data and hence increases diversity among pool members.
The responses from these newly trained HMMs are then combined with those of the previously trained HMMs in ROC space using a novel
incremental Boolean combination (incrBC) technique. On its own, incrBC allows to maintain or improve system accuracy, yet it retains all
previously generated HMMs in the pool.

Specialized model management algorithms are proposed to limit the computational and memory complexity from increasing
indefinitely with the incrBC of new HMMs. First, the proposed system selects a diversified EoHMMs from the pool according to one of two
ensemble selection algorithms, called BCgreedy and BCsearch that are adapted to benefit from the monotonicity in incrBC accuracy, for a
reduced complexity. Decision thresholds from selected HMMs and Boolean fusion functions are then adapted to improve overall system
performance. Finally, redundant and inaccurate base HMMs, which have not been selected for some user-defined time interval, are
pruned from the pool. Since the overall composite ROC convex hull is retained, the proposed system is capable of changing its desired
operating point during operations, and hence accounts for changes in operating conditions, such as tolerated false alarm rate, prior
probabilities, and costs of errors. Most existing techniques for adapting ensembles of classifiers require restarting the training, selection,
combination, and optimization procedures to account for such a change in operating conditions.
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During simulations conducted on both synthetic and real-world HIDS data, the proposed system has been shown to achieve a higher
level of accuracy than when parameters of a single best HMM are estimated, at each learning stage, using reference batch and
incremental learning techniques. It also outperforms the learn-and-combine approaches using static fusion functions (e.g., majority
voting) for combining newly and previously generated pools of HMMs. The proposed ensemble selection algorithms have been shown to
provide compact and diverse EoHMMs for operations, and hence simplified Boolean fusion rules, while maintaining or improving the
overall system accuracy. The employed pruning strategy has been shown to limit the ever-growing pool size, thereby reducing the
storage space for accommodating HMMs parameters and the computational costs for the selection algorithms, without negatively
affecting the overall system performance.

The robustness of the proposed ROC-based system depends on maintaining a representative validation data set over time, for
selection of HMMs, decision thresholds and Boolean functions. The proposed ADS adopts a human-centric approach, which relies on the
system administrator to update the validation set with recent and most informative anomalous sub-sequences. Future work involves
investigating techniques such as active learning to reduce labeling and selection costs. The presented results are for validation and test
sets with moderate skew (up to 75% of normal and 25% of anomalous data). Another future investigation would involve assessing the
impact on system performance of heavily imbalanced data.

Although not explored in this paper, the proposed system can handle concept drift in changing environments, which is typically
attributed to changes in prior, class-conditional, or posterior probability distribution of classes [46]. As designed, the ROC-based learn-
and-combine approach allows to account for changes in class prior probabilities. Recent techniques for on-line estimation of evolving
class priors [65] may be directly employed in the proposed system. This would allow for dynamic selection of the best ensemble of
classifiers, decision thresholds and Boolean fusion functions during operations. Other types of drift can be accounted by updating
training data and ensemble members, replacing inaccurate classifiers, and adding new features [46]. The ROC-based learn-and-combine
approach is designed to select and combine output decisions from any homogeneous or heterogeneous, crisp or soft classifiers, trained
on different data or feature subsets according to on-line or batch learning algorithms. Another interesting future work is to evaluate the
ability of the proposed system to adapt to concept drift and evolving priors in various detection applications with dynamically changing
environments.
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