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1 FFBS is also referred to in literature as a� c
algorithm.
The Forward–backward (FB) algorithm forms the basis for estimation of Hidden Markov Model (HMM)
parameters using the Baum–Welch technique. It is however, known to be prohibitively costly when esti-
mation is performed from long observation sequences. Several alternatives have been proposed in liter-
ature to reduce the memory complexity of FB at the expense of increased time complexity. In this paper, a
novel variation of the FB algorithm – called the Efficient Forward Filtering Backward Smoothing (EFFBS) –
is proposed to reduce the memory complexity without the computational overhead. Given an HMM with
N states and an observation sequence of length T, both FB and EFFBS algorithms have the same time com-
plexity, OðN2TÞ. Nevertheless, FB has a memory complexity of OðNTÞ, while EFFBS has a memory complex-
ity that is independent of T, OðNÞ. EFFBS requires fewer resources than FB, yet provides the same results.

� 2009 Elsevier B.V. All rights reserved.
1. Introduction

The Hidden Markov Model (HMM) is a stochastic model for
sequential data. Provided with an adequate number of states and
sufficient set of data, HMMs are capable of representing probability
distributions corresponding to complex real-world phenomena in
term of simple and compact models. The forward–backward (FB)
algorithm is a dynamic programming technique that forms the
basis for estimation of HMM parameters. Given a finite sequence
of training data, it efficiently evaluates the likelihood of this data
given an HMM, and computes the smoothed conditional state
probability densities – the sufficient statistics – for updating
HMM parameters according to the Baum–Welch (BW) algorithm
(Baum et al., 1970; Baum, 1972). BW is an iterative expectation
maximization (EM) technique specialized for batch learning of
HMM parameters via maximum likelihood estimation.

The FB algorithm is usually attributed to Baum et al. (1970),
Baum (1972), although it was discovered earlier by Chang and
Hancock (1966) and then re-discovered in different areas in the lit-
erature (Ephraim and Merhav, 2002). Despite suffering from
numerical instability, the FB remains more famous than its numer-
ically stable counterpart; the Forward Filtering Backward Smooth-
ing (FFBS)1 algorithm (Ott, 1967; Raviv, 1967). As a part of the BW
ll rights reserved.
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and disturbance smoothing
algorithm, the FB algorithm has been employed in various applica-
tions such as signal processing, bioinformatics and computer secu-
rity, (c.f., Cappe, 2001).

When learning from long sequences of observations the FB algo-
rithm may be prohibitively costly in terms of time and memory
complexity. This is the case, for example, of anomaly detection in
computer security (Warrender et al., 1999; Lane, 2000), protein se-
quence alignment (Krogh et al., 1994) and gene-finding (Meyer and
Durbin, 2004) in bioinformatics, and robot navigation systems
(Koenig and Simmons, 1996). For a sequence of length T and an
ergodic HMM with N states, the memory complexity of the FB algo-
rithm grows linearly with T and N, OðNTÞ, and its time complexity
grows quadratically with N and linearly with T, OðN2TÞ.2 For a de-
tailed analysis of complexity the reader is referred to Table 1 (Sec-
tion 3). When T is very large, the memory complexity may exceed
the resources available for the training process, causing overflow
from internal system memory to disk storage.

Several alternatives have been proposed in literature trying to
reduce the memory complexity of the FB algorithm or, ideally, to
eliminate its dependence on the sequence length T. Although there
is an overlap between these approaches and some have been
re-discovered, due to the wide range of HMMs applications, they
can be divided into two main types. The first type performs
exact computations of the state densities using fixed-interval
smoothing (similar to FB and FFBS), such as the checkpointing
and forward-only algorithms. However, as detailed in Section 3,
2 If the HMM is not fully connected, the time complexity reduces to OðNQmaxTÞ,
where Qmax is the maximum number of states to which any state is connected.
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the memory complexity of the former algorithm still depends on T,
while the latter eliminates this dependency at the expenses of a
significant increase in time complexity, OðN4TÞ.

Although outside the scope of this paper, there are approxima-
tions to the FB algorithm. Such techniques include approximating
the backward variables of the FB algorithm using a sliding time-
window on the training sequence (Koenig and Simmons, 1996),
or slicing the sequence into several shorter ones that are assumed
independent, and then applying the FB on each sub-sequence
(Yeung and Ding, 2003; Wang et al., 2004). Other solutions involve
performing on-line learning techniques on a finite data however
(LeGland and Mevel, 1997; Florez-Larrahondo, 2005). These tech-
niques are not explored because they provide approximations to
the smoothed state densities, and hence lead to different HMMs.
In addition, their theoretical convergence properties are based on
infinite data sequence (T !1).

A novel modification to the FFBS called Efficient Forward Filter-
ing Backward Smoothing (EFFBS) is proposed, such that its mem-
ory complexity is independent of T, without incurring a
considerable computational overhead. In contrast with the FB, it
employs the inverse of HMM transition matrix to compute the
smoothed state densities without any approximations. A detailed
complexity analysis indicates that the EFFBS is more efficient than
existing approaches when learning of HMM parameters form long
sequences of training data.

This paper is organized as follows. In Section 2, the estimation
of HMM parameters using the FB and the Baum–Welch algorithms
is presented. Section 3 reviews techniques in literature that ad-
dressed the problem of reducing the memory complexity of the
FB algorithm, and accesses their impact on the time complexity.
The new EFFBS algorithm is presented in Section 4, along with a
complexity analysis and case study.
2. Estimation of HMM parameters

The Hidden Markov Model (HMM) is a stochastic model for
sequential data. A discrete-time finite-state HMM is a stochastic pro-
cess determined by the two interrelated mechanisms – a latent Mar-
kov chain having a finite number of states, and a set of observation
probability distributions, each one associated with a state. At each
discrete time instant, the process is assumed to be in a state, and an
observation is generated by the probability distribution correspond-
ing to the current state. The model is termed discrete (or finite-alpha-
bet) if the output alphabet is finite. It is termed continuous (or general)
if the output alphabet is not necessarily finite e.g., the state is gov-
erned by a parametric density function, such as Gaussian, Poisson,
etc. For further details regarding HMM the reader is referred to the
extensive literature (Ephraim and Merhav, 2002; Rabiner, 1989).

Formally, a discrete-time finite-state HMM consists of N hidden
states in the finite-state space S ¼ fS1; S2; . . . ; SNg of the Markov pro-
cess. Starting from an initial state Si, determined by the initial state
probability distribution pi, at each discrete-time instant, the process
transits from state Si to state Sj according to the transition probability
distribution aijð1 6 i; j 6 NÞ. As illustrated in Fig. 1, the process then
emits a symbol v according to the output probability distribution
bjðvÞ, which may be discrete or continuous, of the current state Sj.
The model is therefore parametrized by the set k ¼ ðp;A;BÞ, where
vector p ¼ fpig is initial state probability distribution, matrix
A ¼ faijg denotes the state transition probability distribution, and
matrix B ¼ fbjðkÞg is the state output probability distribution.
3 To facilitate reading, the terms a posteriori and conditional will be omitted
whenever it is clear from the context.
2.1. Baum–Welch algorithm

The Baum–Welch (BW) algorithm (Baum and Petrie, 1966;
Baum et al., 1970) is an Expectation–Maximization (EM) algorithm
(Dempster et al., 1977) specialized for estimating HMM parame-
ters. It is an iterative algorithm that adjusts HMM parameters to
best fit the observed data, o1:T ¼ fo1; o2; . . . ; oTg. This is typically
achieved by maximizing the log-likelihood, ‘TðkÞ , log Pðo1:T jkÞ of
the training data over HMM parameters space (K):

k� ¼ argmaxk2K‘TðkÞ: ð1Þ

The subscripts ð�ÞtjT in formulas (2)–(4) are used to stress the fact
that these are smoothed probability estimates. That is, computed
from the whole sequence of observations during batch learning.

During each iteration, the E-step computes the sufficient
statistics, i.e., the smoothed a posteriori conditional state density:

ctjTðiÞ , Pðqt ¼ ijo1:T ; kÞ ð2Þ

and thesmoothed a posteriori conditional joint state density3:

ntjTði; jÞ , Pðqt ¼ i; qtþ1 ¼ jjo1:T ; kÞ ð3Þ

which are then used, in the M-step, to re-estimate the model
parameters:

pðkþ1Þ
i ¼ cðkÞ1jTðiÞ

aðkþ1Þ
ij ¼

PT�1
t¼1 nðkÞtjT ði; jÞPT�1

t¼1 cðkÞtjT ðiÞ

bðkþ1Þ
j ðmÞ ¼

PT
t¼1c

ðkÞ
tjT ðjÞdotvmPT

t¼1c
ðkÞ
tjT ðjÞ

ð4Þ

The Kronecker delta dij is equal to one if i ¼ j and zero otherwise.
Starting with an initial guess of the HMM parameters, k0, each

iteration k, of the E- and M-step is guaranteed to increase the
likelihood of the observations giving the new model until a conver-
gence to a stationary point of the likelihood is reached (Baum et al.,
1970; Baum, 1972).

The objective of the E-step is therefore, to compute an estimate
q̂tjs of an HMM’s hidden state at any time t given the observation
history o1:s. The optimal estimate q̂tjs in the minimum mean square
error (MMSE) sense of the state qt of the HMM at any time t, given
the observation is the conditional expectation of the state qt given
o1:s (Li and Evans, 1992; Shue et al., 1998):

q̂tjs ¼ Eðqt jo1:sÞ ¼
XN

i¼1

ctjsðiÞ: ð5Þ

In estimation theory, this conditional estimation problem is called
filtering if t ¼ s; prediction if t > s, and smoothing if t < s. Fig. 2
provides an illustration of these estimation problems. The smooth-
ing problem is termed fixed-lag smoothing when computing the
Eðqt jo1:tþDÞ for a fixed-lag D > 0, and fixed-interval smoothing when
computing the Eðqt jo1:TÞ for all t ¼ 1;2; . . . ; T .

For batch learning, the state estimate is typically performed
using fixed-interval smoothing algorithms (as described in
Sections 2.2 and 2.3). Since it incorporates more evidence, fixed-
interval smoothing provides better estimate of the states than
filtering. This is because the latter relies only on the information
that is available at the time.

2.2. Forward–backward (FB)

The forward–backward (Chang and Hancock, 1966; Baum et al.,
1970; Baum, 1972) is the most commonly used algorithm for com-
puting the smoothed state densities of Eqs. (2) and (3). Its forward



Fig. 1. Illustration of a fully connected (ergodic) three states HMM with either a continuous or discrete output observations (left). Illustration of a discrete HMM with N states
and M symbols switching between the hidden states qt and generating the observations ot (right). qt 2 S denotes the state of the process at time t with qt ¼ i means that the
state at time t is Si .
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pass computes the joint probability of the state at time t and the
observations up to time t:

atðiÞ , Pðqt ¼ i; o1:t jkÞ; ð6Þ

using the following recursion, for t ¼ 1;2; . . . ; T and j ¼ 1; . . . ;N:

atþ1ðjÞ ¼
XN

i¼1

atðiÞaij

" #
bjðotþ1Þ: ð7Þ

Similarly, the backward path computes the probability of the obser-
vations from time t þ 1 up to T given the state at time t,

btðiÞ , Pðotþ1:T jqt ¼ i; kÞ; ð8Þ

according to the reversed recursion, for t ¼ T � 1; . . . ;1 and
i ¼ 1; . . . ;N:

btðiÞ ¼
XN

j¼1

aijbjðotþ1Þbtþ1ðjÞ: ð9Þ

Then, both smoothed state and joint state densities of Eqs. (2)
and (3) – the sufficient statistics for HMM parameters update –
are directly obtained:

ctjTðiÞ ¼
atðiÞbtðiÞPN

k¼1atðkÞbtðkÞ
; ð10Þ

ntjTði; jÞ ¼
atðiÞaijbjðotþ1Þbtþ1ðjÞPN

k¼1

PN
l¼1atðkÞaklblðotþ1Þbtþ1ðlÞ

: ð11Þ

By definition, the elements of a are not probability measures
unless normalized, that is why they are usually called the
a-variables. Due to this issue, the FB algorithm is not stable and
Fig. 2. Illustration of the filtering, prediction and smoothing estimation problems.
Shaded boxes represent the observation history (already observed), while the
arrows represent the time at which we would like to compute the state estimates.
susceptible to underflow when applied to a long sequence of obser-
vation. In (Levinson et al., 1983) and (Rabiner, 1989) the authors
suggest scaling the a-variables by their summation at each time:

�atðiÞ ¼
atðiÞP

iatðiÞ
¼ Pðqt ¼ i; o1:tkÞ

Pðo1:tkÞ
¼ Pðqt ¼ ijo1:t; kÞ ð12Þ

making for a filtered state estimate. This of course requires scaling
the beta b values, which have no an intuitive probabilistic meaning,
with the same quantities (refer to Algorithms 2 and 3 in Appendix
A). Other solutions involves working with extended exponential
and extended logarithm functions (Mann, 2006).

2.3. Forward Filtering Backward Smoothing (FFBS)

As highlighted in literature (Devijver, 1985; Ephraim and Mer-
hav, 2002; Cappe and Moulines, 2005), the FFBS is a lesser known
but numerically stable alternative algorithm to FB, which has been
proposed in (Ott, 1967; Raviv, 1967; Lindgren, 1978; Askar and
Derin, 1981). In addition, the FFBS is probabilistically more mean-
ingful since it propagates probability densities in its forward and
backward passes.

During the forward pass, the algorithm splits the state density
estimates into predictive (13) and filtered (14) state densities:

ctjt�1ðiÞ , Pðqt ¼ ijo1:t�1; kÞ; ð13Þ
ctjtðiÞ , Pðqt ¼ ijo1:t ; kÞ: ð14Þ

The initial predictive state density is the initial probability distribu-
tion, c1j0ðiÞ ¼ pi. For t ¼ 1; . . . ; T , the filtered state density at time t is
computed from the predictive state density at time t � 1,

ctjtðiÞ ¼
ctjt�1ðiÞbiðotÞPN
j¼1ctjt�1ðjÞbjðotÞ

ð15Þ

and then, the predictive state density at time t þ 1 is computed
from the filtered state density at time t:

ctþ1jtðjÞ ¼
XN

i¼1

ctjtðiÞaij: ð16Þ

Both the filtered and one-step prediction density, follow from a
combination of the Bayes’ rule of conditional probability and the
Markov property.

Backward recursion, leads directly to the required smoothed
densities by solely using the filtered and predictive state densities
(Lindgren, 1978; Askar and Derin, 1981) for t ¼ T � 1; . . . ;1:



Table 1
Worst-case time and memory complexity analysis for the FB and FFBS for processing an observation sequence o1:T of length T with an N state HMM. The scaling procedure as
described in (Rabiner, 1989) and shown in Appendix A (Algorithms 2 and 3) is taken into consideration with the FB algorithm.

Computations Time Memory

# Multiplications # Divisions # Additions

Forward–backward (FB)
at N2T þ NT � N2 NT � N N2T � N2 þ N NT

bt 2N2T � 2N2 NT N2T � NT � N2 þ N –PT
t ctjT

NT NT NT � T NPT�1
t¼1 ntjT 3N2T � 3N2 N2T � N2 N2T � NT � N2 þ N N2

Total 6N2T þ 2NT � 6N2 N2T þ 3NT � N2 � N 3N2T þ NT � 3N2 þ 3N � T NT þ N2 þ N

Forward Filtering Backward Smoothing (FFBS)
ctjt N2T þ NT � N2 NT N2T � N2 þ N NT

bt – – N2T � NT � N2 þ N –PT
t ctjT

– – NT � T NPT�1
t¼1 ntjT 2N2T � 2N2 N2T � N2 N2T � NT � N2 þ N N2

Total 3N2T þ NT � 3N2 N2T þ NT � N2 3N2T þ NT � 3N2 þ 3N � T NT þ N2 þ N
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ntjTði; jÞ ¼
ctjtðiÞaijPN
i¼1ctjtðiÞaij

ctþ1jTðjÞ; ð17Þ

ctjTðiÞ ¼
XN

j¼1

ntjTði; jÞ: ð18Þ

In contrast with the FB algorithm, the backward pass of the FFBS
does not require access to the observations. In addition, since it is
propagating probabilities densities, in both forward and backward
passes, the algorithm is numerically stable. In the forward pass, the
filtered state density can be also computed in the same way as the
normalized �a-variables (12), since after the normalization �a be-
comes the state filter. When the forward pass is completed at time
T, cTjT is the only smoothed state density, while all previous ones are
filtered and predictive state estimates. The reader is referred to
Algorithms 4 and 5 in Appendix A for further details on the FFBS.
3. Complexity of Fixed-Interval Smoothing Algorithms

This section presents a detailed analysis of the time and
memory complexity for the FB and FFBS algorithms. It also
presents the complexity of the checkpointing and forward-only
algorithms. These algorithms have been proposed to reduce the
memory complexity of FB at the expense of time complexity.

The time complexity is defined as the sum of the worst-case
running time for each operation (e.g., multiplication, division and
addition) required to process an input. The growth rate is then ob-
tained by making the parameters of the worst-case complexity
tend to 1. Memory complexity is estimated as the number of
32 bit registers needed during learning process to store variables.
Only the worst-case memory space required during processing
phase is considered.

3.1. FB and FFBS algorithms

The main bottleneck for both FB and FFBS algorithms occurs
during the induction phase. In the ergodic case, the time complex-
ity per iteration is OðN2TÞ as shown in (7) for the FB algorithm
(see also lines 6–11 of Algorithm 2 in Appendix A), and in (15)
and (16) for the FFBS algorithm (see also lines 3–7 Algorithm 4
in Appendix A).

In addition, as presented in Fig. 3, the filtered state densities
(Eqs. (7) for FB, and (15) and (16) for FFBS) computed at each time
step of the forward pass, must be loaded into the memory in order
to compute smoothed state densities (Eqs. (2) and (3)) in the back-
ward pass. The bottleneck in terms of memory storage, for both
algorithms, is therefore, the size of the matrix of N � T floating-
points values.

A memory complexity of OðN2TÞ is often attributed to FB and
FFBS algorithms in the literature. In such analysis, memory is as-
signed to ntjTði; jÞwhich requires T matrices of N � N floating points.
However, as shown in the transition update Eq. (4), only the sum-
mation over time is required; hence only one matrix of N2 floating
points is required for storing

PT
t¼1ntjTði; jÞ. In addition, the N float-

ing point values required for storing the filtered state estimate,
ctjt , (i.e., N2 þ N), are also unavoidable.

Table 1 details an analysis of the worst-case time and memory
complexity for the FB and FFBS algorithms processing an observa-
tion sequence o1:T of length T. Time complexity represents the
worst-case number of operations required for one iteration of
BW. A BW iteration involves computing one forward and one back-
ward pass with o1:T . Memory complexity is the worst-case number
of 32 bit words needed to store the required temporary variables in
RAM. Analysis shows that the FFBS algorithm requires slightly
fewer computations (3N2T þ NT multiplications, 2NT divisions
and 3NT additions) than the FB algorithm. It can be also seen that
both algorithms require the same amount of storage: an array of
NT þ N2 þ N floating point values.

With both FB and FFBS algorithms a memory problem stems
from its linear scaling with the length of the observation
sequence T. Applications that require estimating HMM parame-
ters from a long sequence will require long training times and
large amounts of memory, which may be prohibitive for the
training process.

As described next, some alternatives for computation of exact
smoothed density have been proposed to alleviate this issue.
However, these alternatives are either still partially dependent
on the sequence length T, or increase the computational time by
orders of magnitude to achieve a constant memory complexity.
3.2. Checkpointing algorithm

The checkpointing algorithm stores only some reference
columns or checkpoints, instead of storing the whole matrix of fil-
tered state densities (Grice et al., 1997; Tarnas and Hughey, 1998).
Therefore, it divides the input sequence into

ffiffiffi
T
p

sub-sequences.
While performing the forward pass, it only stores the first column
of the forward variables for each sub-sequences. Then, during the



Fig. 3. An illustration of the values that require storage during the forward and backward passes of the FB and FFBS algorithms. During the forward pass the filtered state
densities at each time step (N � T floating-points values) must be stored into the internal system memory, to be then used to compute the smoothed state densities during the
backward pass.
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backward pass, the forward values for each sub-sequence are
sequentially recomputed, beginning with their corresponding
checkpoints. Its implementation reduces the memory complexity
to OðN

ffiffiffi
T
p
Þ, yet increases the time complexity to OðN2ð2T �

ffiffiffi
T
p
ÞÞ.

The memory requirement can be therefore traded-off against the
time complexity.

3.3. Forward-only algorithm

A direct propagation of the smoothed densities in forward-only
manner is an alternative that has been proposed in the communi-
cation field (Narciso, 1993; Sivaprakasam and Shanmugan, 1995;
Elliott et al., 1995) and re-discovered in bioinformatics (Miklos
and Meyer, 2005; Churbanov and Winters-Hilt, 2008). The basic
idea is to directly propagate all smoothed information in the
forward pass

rtði; j; kÞ ,
Xt�1

s¼1

Pðqs ¼ i; qsþ1 ¼ j; qt ¼ kjo1:t ; kÞ; ð19Þ

which represents the probability of having made a transition
from state Si to state Sj at some point in the past (s < t) and of
ending up in state Sk at the current time t. At the next time
step, rtþ1ði; j; kÞ can be recursively computed from rtði; j; kÞ using:

rtði; j; kÞ ¼
XN

n¼1

rt�1ði; j; nÞankbkðotÞ þ at�1ðiÞaikbkðotÞdjk ð20Þ

from which the smoothed state densities can be obtained, at time T,
by marginalizing over the states.

By eliminating the backward pass, the memory complexity
becomes OðN2 þ NÞ, which is independent T. However, it is
achieved at the expenses of increasing the time complexity to
OðN4TÞ as can be seen in the four-dimensional recursion (20).
Due to this computational overhead for training, this forward-only
approach has not gained much popularity in practical applications.
4. Efficient Forward Filtering Backward Smoothing (EFFBS)
algorithm

In this section, a novel and efficient alternative that is able to
compute the exact smoothed densities with a memory complexity
that is independent of T, and without increasing time complexity is
described. The proposed alternative – termed the Efficient Forward
Filtering Backward Smoothing (EFFBS) – is an extension of the FFBS
algorithm. It exploits the facts that a backward pass of the FFBS
algorithm does not require any access to the observations and that
the smoothed state densities are recursively computed from each
other in a backward pass.

Instead of storing all the predictive and filtered state densities
(see Eqs. (13) and (14)) for each time step t ¼ 1; . . . ; T , the EFFBS
recursively recomputes their values starting from the end of the se-
quence. Accordingly, the memory complexity of the algorithm be-
comes independent of the sequence length. That is, by storing only
the last values of cTjT and cTjT�1 from the forward pass, the previ-
ously-computed filtered and predictive densities can be recom-
puted recursively, in parallel with the smoothed densities (refer
to Algorithm 1).

Let the notations � and ð�Þ be the term-by-term multiplication
and division of two vectors, respectively. Eqs. (14) and (16) can be
written as:

ctjt ¼
ctjt�1 � bt

h i
ctjt

��� ���
1

; ð21Þ

ctjt�1 ¼ A0ct�1jt�1; ð22Þ

where bt ¼ ½b1ðotÞ; . . . bNðotÞ�0, k � k1 is the usual 1-norm of a vector
(column sum) and the prime superscript denotes matrix transpose.
The backward pass of the EFFBS algorithm starts by using only the
column-vector filtered state estimate of the last observation, cTjT ,
resulting from the forward pass. Then, for t ¼ T � 1; . . . 1, ctjt�1 is
recomputed from ctjt using:

ctjt�1 ¼
ctjtð�Þbt

h i
ctjt�1

��� ���
1

ð23Þ

from which, the filtered state estimate can be recomputed by

ct�1jt�1 ¼ A0
� ��1ctjt�1: ð24Þ

This step requires the inverse of the transposed transition matrix
½A0��1 to solve N linear equations with N unknowns. The only neces-
sary condition is the nonsingularity of the transition matrix A to be
invertible. This is a weak assumption that has been used in most of
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the studies that addressed the statistical properties of HMMs (c.f.
(Ephraim and Merhav, 2002)). In particular, it holds true in applica-
tions that use fully connected HMMs, where the elements of the
transition matrix are positives (i.e., irreducible and aperiodic).
4.1. Complexity analysis of the EFFBS algorithm

In order to compute the smoothed densities in a constant mem-
ory complexity, the EFFBS algorithm must recompute ctjt and ctjt�1

values in its backward pass, instead of storing them, which re-
Table 2
Worst-case time and memory complexity of the EFFBS algorithm for processing an observ

Computation Time

# Multiplications # Divisio

cTjT N2T þ NT � N2 NT

ctjt and ctjt�1 N2T þ NT � N2 NT

A�1 N3

3 þ N2

2 � N
3

–PT
t ctjT

– –PT�1
t¼1 ntjT 2N2T � 2N2 N2T � N2

Total 4N2T þ 2NT þ N3

3 � 7N2

2 � N
2 N2T þ 2N
quires twice the effort of the forward pass computation. This re-
computation however, takes about the same amount of time re-
quired for computing the b values in the backward pass of the FB
algorithm.

Table 2 presents a worst-case analysis of time and mem-
ory complexity for the EFFBS. The proposed algorithm is com-
parable to both FB and FFBS algorithms (see Table 1) in
terms of computational time, with an overhead of about
N2T þ NT multiplications and additions. An additional compu-
tational time is required for the inversion of the transition
matrix, which is computed only once for each iteration. The
ation sequence o1:T of length T with an N state ergodic HMM.

Memory

ns # Additions

N2T � N2 þ N N

N2T � N2 þ N 2N

N3

3 þ N2

2 � 5N
6 N2

N2T � NT � N2 þ N N

N2T � NT � N2 þ N N2

T � N2 4N2T � 2NT þ N3

3 � 7N2

2 þ 19N
6 N2 þ 5N



Table 3
Time and memory complexity of the EFFBS versus other approaches (processing an
observation sequence o1:T of length T, for an ergodic HMM with N states).

Algorithm Time Memory

FB OðN2TÞ OðNTÞ
FFBS OðN2TÞ OðNTÞ
Checkpointing OðN2ð2T �

ffiffiffi
T
p
ÞÞ OðN

ffiffiffi
T
p
Þ

Forward-Only OðN4TÞ OðNÞ
EFFBS OðN2TÞ OðNÞ
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classical Gauss–Jordan elimination, may be used for instance
to achieve this task in OðN3Þ. Faster algorithms for matrix
inversion could be also used. For instance, inversion based
on Coppersmith–Winograd algorithm (Coppersmith and Wino-
grad, 1990) is OðN2:376Þ.

The EFFBS only requires two column vectors of N floating point
values on top of the unavoidable memory requirements (N2 þ N) of
the smoothed densities. In addition, a matrix of N2 floating point
values is required for storing the inverse of the transposed transi-
tion matrix ½A0��1.

Table 3 compares the time and memory complexities of existing
fixed-interval smoothing algorithms for computing the state densi-
ties to the proposed EFFBS algorithm.
4.2. Case study in host-based anomaly detection

Intrusion Detection Systems (IDSs) are used to identify, assess,
and report unauthorized computer or network activities. Host-
based IDSs (HIDSs) are designed to monitor the host system activ-
ities and state, while network-based IDSs monitor network traffic
for multiple hosts. In either case, IDSs have been designed to per-
form misuse detection – looking for events that match patterns
corresponding to known attacks – and anomaly detection – detect-
ing significant deviations from normal system behavior.

Operating system events are usually monitored in HIDSs for
anomaly detection. Since system calls are the gateway between
user and kernel mode, early host-based anomaly detection systems
monitor deviation in system call sequences. Various detection
techniques have been proposed to learn the normal process behav-
ior through system call sequences (Warrender et al., 1999). Among
these, techniques based on discrete Hidden Markov Models
(HMMs) have been shown to provide high level of performance
(Warrender et al., 1999).

The primary advantage of anomaly-based IDS is the ability to
detect novel attacks for which the signatures have not yet been ex-
tracted. However, anomaly detectors will typically generate false
alarms mainly due to incomplete data for training. A crucial step
to design an anomaly-based IDS is to acquire sufficient amount
of data for training. Therefore, a large stream of system call data
is usually collected from a process under normal operation in a se-
cured environment. This data is then provided for training the
parameters of an ergodic HMM to fit the normal behavior of the
monitored process.

A well trained HMM should be able to capture the underlying
structure of the monitored application using the temporal order
of system calls generated by the process. Once trained, a normal
sequence presented to HMM should produce a higher likelihood
value than for a sequence that does not belong to the normal
process pattern or language. According to a decision threshold
the HMM-based Anomaly Detection System (ADS) is able to dis-
criminate between the normal and anomalous system call
sequences.

The sufficient amount of training data depends on the com-
plexity of the process and is very difficult to be quantified a pri-
ori. Therefore, the larger the sequence of system calls provided
for training, the better the discrimination capabilities of the
HMM-based ADS and the fewer the rate of false alarms. In prac-
tice however, the memory complexity of the FB (or FFBS) algo-
rithm could be be prohibitively costly when learning is
performed for a large sequence of system calls, as previously de-
scribed. In their experimental work on training HMM for anom-
aly detection using large sequences of system calls, Warrender
et al. (1999) state:

On our largest data set, HMM training took approximately
two months, while the other methods took a few hours each.

For all but the smallest data sets, HMM training times were
measured in days, as compared to minutes for the other
methods.
This is because the required memory complexity for training
the HMM with the FB algorithm exceeds the resources available,
causing overflows from internal system memory, e.g., Random-Ac-
cess Memory (RAM), to disk storage. Accessing paged memory data
on a typical disk drive is approximately one million time slower
than accessing data in the RAM.

For example, assume that an ergodic HMM with N ¼ 50 states is
trained using an observation sequence of length T ¼ 100� 106 sys-
tem calls collected from a complex process. The time complexity
per iteration of the FFBS algorithm (see Table 1):

TimefFFBSg ¼ 75:5� 1010 MULþ 25:5� 1010DIVþ 75:5� 1010ADD

is comparable to that of the EFFBS algorithm (see Table 2):

TimefEFFBSg ¼ 101� 1010 MULþ 26� 1010DIVþ 99� 1010ADD:

However, the amount of memory required by the EFFBS algorithm is
0.01 MB, which is negligible compared to the 20,000 MB (or 20 GB)
required by the FFBS algorithm. The EFFBS algorithm represents a
practical approach for designing low-footprint intrusion detection
systems.

5. Conclusion

This paper considers the memory problem of the forward–back-
ward (FB) algorithm when trained with a long observation se-
quence. This is an interesting problem facing various HMM
applications ranging from computer security to robotic navigation
systems and bioinformatics. To alleviate this issue, an Efficient For-
ward Filtering Backward Smoothing (EFFBS) algorithm is proposed
to render the memory complexity independent of the sequence
length, without incurring any considerable computational over-
head and without any approximations. Given an HMM with N
states and an observation sequence of length T, both FB and EFFBS
algorithms have the same time complexity, OðN2TÞ. Nevertheless,
FB has a memory complexity of OðNTÞ, while EFFBS has a memory
complexity that is independent of T, OðNÞ. EFFBS requires fewer re-
sources than FB, yet provides the same results.
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Appendix A. FB & FFBS algorithms
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